Sunrise

Business DDOS protection.
We protect you before your online availability comes to a halt.

Digitalization requires constant online availability for companies and organizations such as e-Shops, e-admin/government
services, e-banking, and online media. Unavailability leads to direct added costs, such as revenue and productivity losses,
and indirect costs, such as the loss of trust. Distributed denial of service (DDOS) attacks that take your organization offline
are becoming more and more frequent, clever, and targeted. DDOS attacks as a service can be purchased cheaply
online. With the Sunrise Business DDOS protection service, you are protected from these attacks around the clock. The
protection service will be tailored to fit your needs.

We stop DDOS attacks in the backbone itself

Business DDOS protection continuously monitors your Internet access, learning what your normal network traffic looks
like. You will immediately be informed if something out of the ordinary happens. If the anomaly is a DDOS attack, you have
the chance to mitigate it immediately yourself. Alternatively, you can take advantage of the services of our specialists
around the clock. Business DDOS protection discovers and mitigates DDOS threats in the Sunrise Internet backbone,
before your Internet connection or IT systems are overloaded. You define the services in your network that you need

to protect. Business DDOS protection can be flexibly adapted to fit the specific needs of your organization. You can
monitor and minimize the risk of suddenly being digitally absent.
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Key features

e Protect your e-commerce business 24 hours a day.

e Continuity of business operations is guaranteed, even during a DDOS attack.

e DDOS attacks are discovered and mitigated in the Sunrise Internet backbone.

e Self care service - initiate the necessary countermeasures yourself.

e Our specialists are available around the clock and support you in mitigating an attack.

e Maximal flexibility in the choice of services to be protected.

¢ Multi-homing option: Protection is optimized to fit with the Internet access setup of an alternative ISP.
e Attractive cost-benefit ratio.

¢ Business DDOS protection is an option for the Sunrise service Business internet direct.

Your advantages at a glance

¢ You efficiently protect yourself from suddenly being unavailable online.

® You have control of your financial and reputation risks.

® You have the flexibility to define and constantly adjust the services to be protected.

® You choose the bandwidth and the number of services to be protected based on your needs.
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Still have questions about Business DDOS
protection or our other products?

You can find all information at sunrise.ch/ddos
Or call our infoline.
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