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Introduction

The Sunrise Internet Box 5G is a 5G wireless gateway for multiple users in
household or small office environments. It enables users to access the Internet with
optionally voice services.

The Sunrise Internet Box 5G supports 3GPP Release 15 with UE downlink category
19 and uplink category 13.

Downlink peak rate: 1Gbps
Uplink peak rate: 100Mbps

Note

Q The actual data rate varies with network configuration.

e Working band: 5G: N41/78, LTE: B1/3/5/7/8/20/28/32/34/38/39/40/41/42/43

® Wi-Fi: 802.11 b/g/n/a/ac/ax. 2.4GHz Wi-Fi 2x2 MIMO up to 300Mbps, 5 GHz
Wi-Fi 4x4 MIMO up to 4.8Gbps.

® 1Gbps port for LAN/WAN, 1Gbps port for LAN

e Customer management via Web Ul

e  Operator maintenance via TR-069 and TR-143 (Optional)
e 5GHz Wi-Fi preferred option (band steering)

The Sunrise Internet Box 5G can access the services through mobile networks.

By connecting clients devices to the Sunrise Internet Box 5G using Wi-Fi or a
network cable, users can obtain access to high-speed Internet services and establish
a home network.
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Figure 1 Home Network Overview
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2 Description and hardware
Installation of the Sunrise Internet Box

5G

2.1 Connectors and buttons

Figure 2 Sunrise Internet Box 5G connectors and buttons

Item

Meaning

1. Power button

Press and hold the Power button for 2 or more seconds to switch the
Sunrise Internet Box 5G on/off

2. LAN port

RJ45 connector: Connect to devices over an Ethernet connection. For
example, computers, printers, network storage devices, etc.
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3. LAN/WAN port

RJ45 connector:

WAN function: Connect the Sunrise Internet Box 5G to other modem
using an Ethernet cable to connect to the Internet.

LAN function: Connect to devices over an Ethernet connection. For
example, computers, printers, network storage devices, etc.

4. Landline phone
port

RJ11 connector used to connect to a classical analogue telephone set or
DECT Base station for voice services (VolP)

5. Power input

Connect a power adapter

6. Ambient light
strip

On: Sunrise Internet Box 5G is powered on
Flashing: Sunrise Internet Box 5G is restoring factory settings

7. HI/WPS button

Press the button 1 to 5 seconds to start the WPS process

8. Wi-Fi indicator

On: Wi-Fi is enabled

Flashing quickly: A WPS connection pairing is being set up
Flashing slowly: A pair-able WPS device is detected

Off: Wi-Fi is disabled

Steady green: Strong

9. 4G signal Steady yellow: Moderate

indicator Steady red: Weak
Off: The Sunrise Internet Box 5G failed to recognize the SIM card
Steady green: Strong

10. 5G signal Steady yellow: Moderate

indicator Steady red: Weak

Off: No 5G signal

11. SIM card slot

Insert the nano-SIM card

12. Reset button

Press and hold the Reset button for more than 2 seconds to restore the
Sunrise Internet Box 5G to its factory settings

Page 12
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2.2 Installing Sunrise Internet Box 5G

2.2.1 Installing and connecting your Sunrise Internet Box 5G
with Wi-Fi Network

1. Place the Sunrise Internet Box 5G in an upright position and as close to a window

as possible. This will help to get the best possible signal.

E————
Figure 3 Installing Sunrise Internet Box 5G (1)

2. Plug in the power cable. Turn on the Sunrise Internet Box 5G. To do so, press the

ON/OFF button for three seconds. As soon as the Sunrise Internet Box 5G lights
up in blue, it is switched on.

-
A

Figure 4 Installing Sunrise Internet Box 5G (2)
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3. As soon as the Wi-Fi indicator as well as one of the two lights at the top glows
continuously (5G or 4G), you are online. This takes about one minute.

Figure 5 Installing Sunrise Internet Box 5G (3)

Item

Meaning

4G signal indicator

Steady green: Strong
Steady yellow: Moderate

Steady red: Weak
Off: The Sunrise Internet Box 5G failed to recognize the SIM card.

5G signal indicator

Steady green: Strong
Steady yellow: Moderate
Steady red: Weak

Off: No 5G signal

4. Now connect your mobile device to the Wi-Fi network and start surfing at the
highest speed. The necessary information (Wi-Fi name and password) can be
found on the top and bottom of the Sunrise Internet Box 5G.

Or there’s an even simpler way:
i0S: Scan the QR code with your smartphone’s camera and open the link.
Android: Please install a QR code app, use it to scan the QR code, and open the

link.
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Figure 6 Installing Sunrise Internet Box 5G (4)
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2.2.2 SIM Card

PIN free SIM card is already preinstalled into Sunrise Internet Box 5G (type
nano-SIM)
Please note that:

e provided SIM is paired / locked to Sunrise Internet Box 5G and it cannot be
used with any other device

e Sunrise Internet Box 5G will, work only with Sunrise provided SIM cards
(SIM card replacement is not allowed)

To remove the SIM card, gently press the SIM card in until it clicks.
The card will automatically pop out.

Do not insert or remove a SIM card when the Sunrise Internet Box
5G is running, as this may affect performance or damage the SIM
card!

O REs}

Figure 7 Inserting SIM card

Page 15 Sunrise Internet Box 5G User Manual



3 Configuration

Step1

Step 2

3.1 Setup

Procedure
Step1
Step 2

You can manage the Sunrise Internet Box 5G using the web-based management
page.

All configurations in this section are performed on web-based management page. Log
in to web-based management page according to the following steps:

Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or connect
the computer to the router's LAN port using an Ethernet cable)

Open your Internet browser. Enter 192.168.8.1 in your browser address bar and log in
to your Sunrise Internet Box 5G's web-based management page. Please refer to the
label on the bottom of the Sunrise Internet Box 5G for the default password. You
would have to change default password with the first log-in

Wizard

The setup wizard guides you through setting up the Sunrise Internet Box 5G at your
first login.

The setup wizard is automatically displayed if this is your first time logging in
Set the parameters as instructed

e On Welcome Screen (right top corner) select the desired language

e Enter the default Ul Password mention on the label at the bottom of the Sunrise
Internet Box 5G and select Log in

e  Auto update screen is displayed
e Select—-Update Manually option
e  Set Wi-Fi name and password screen displayed

e 5 GHz Preferred option is default enable. On 5GHz button is ON the 2.4 GHz and
5 GHz SSID and password will be same, if 5GHz button is off, two different SSID
for 2.4 GHz and 5Ghz are displayed with password fields

® The user can change SSID and password
e Click to Next to complete the setup

Note

If you insert a SIM card and set the parameters while the device is powered on, restart the
device to enable the settings.

Page 16

-—End
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3.2 Device Management

User can manage and view information about devices connected to the Sunrise
Internet Box 5G.

Procedure

Step 1 Click Devices

Step 2 In the Online Devices and Offline Devices lists, check the information of online and

offline devices connected
Step 3 From the Offline Devices list, user can click Delete to delete the selected device
Step 4 From the Online device user can edit the name of Device

Step 5 From the Internet Access list, user can enable or disable the Internet access

permission for the selected device for both online and offline devices
----End

A2 HUAWEI

@ne

Ay Home &5 Devices

Iniernet
Online Devices P
- MAC address: 18:1D:EA:B8:94:30
u nayﬂ hour 14 minute 1Pv4: 192.168.8.103 Wy device
Lease time remaining: 0 day 23 hour 45 minute
HacBook MAC address: F0:18:98:9CE7:11
acBook-Air
0 day 1 hour 14 minute 1Pv4: 192.168.8.104 [ o)
Lease time remaining: 0 day 22 hour 45 minute IPvG: feB0::104:57ab:24d1:ab2
cal S0 MAC address: A8:DB:03:DF:3F.0F
alay- .
0 day 0 hour 0 minute 1Pv4: 192.168.8.107 [ o)
Lease time remaining: 0 day 23 hour 59 minute IPvG: f280::5484:9b02:6742:df4f
HUAWEL Mate_20_X WAC address: C4:06:83 F8:48:07
LAV Mate_20_X_ ’ !
0 day 0 hour 3 minute 1Pv4: 192.168.8.105 [ o)
Lease time remaining: 0 day 23 hour 55 minute IPv: feB0::c506:821F. fef3:4807
Offline Devices
L
57i00085D2FSDTA A | WAC address: 00:08:5D:2F SD:7A
CWP3866 A | WAC address: 18:1D:EA19:04:2E

Figure 8 Devices Management
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3.3 Connection
3.3.1 Mobile Network Settings

Before using the Sunrise Internet Box 5G to access the Internet, configure mobile
network settings.

Disclaimer: Please note that traffic from Sunrise Internet Box 5G to Internet is
NAT-ed,

As a consequence there may be limitations with remote connections to the Sunrise
Internet Box 5G (e.g. inbound Remote Desktop, online games (e.g. Nintendo
Switch)).

Procedure
Step1 Choose Network Settings > Mobile Network > Internet Connection

Step 2 Enable or disable Mobile Data (by default is enabled)

Step 3 Data roaming is by default disabled (Data roaming is not applicable for Sunrise
Internet Box 5G)

——End

§Vé HUAWEI Language~ | P [

{~} Home @ Network Settings 72 Wi-Fi Settings &2 Devices 83 Tools {c} Advanced

Mobile Network ¥ Internet Connection

Internet Connection

Mobile Network Searching Mobile data ‘)
Ethernet - Data roaming

Figure 9 Mobile Network Settings
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3.4 VPN* (not supported Sunrise service)

Note: configuration and potential issues related to Virtual Private Network (VPN) are
not part of Sunrise Customer Services support

3.4.1 Checking VPN Status

User can check VPN connection status on your Sunrise Internet Box 5G.

Virtual Private Network (VPN) is a technology that extends a private network across a
public network. It employs security technologies such as encryption and
authentication to ensure your data privacy and security. For example, user can access
your corporate intranet at home by connecting to company's VPN server via VPN. It
allows you to securely and conveniently access internal corporate resources at home.

Procedure

Step1 Go to Advanced > Router > VPN

Step 2 User can find VPN connection information here

-—End

3.4.2 Establishing a VPN Connection

User can access his company's intranet on a terminal device (such as a PC) via VPN
after configuring VPN settings on the Sunrise Internet Box 5G.

Procedure

Page 19

Step1 Go to Advanced > Router > VPN

Step 2 Select L2TP VPN client from Connection type

Step 3 Configure VPN settings

Parameter

Description

LNS address

IP address of the L2TP server. Layer 2 Tunneling
Protocol (L2TP) is a virtual tunneling protocol used to
support VPNSs. If the server you want to connect to
uses L2TP, LNS address, Tunnel password, PPP
user name and PPP password are required and they
are provided by your VPN server provider

Hostname

Provided by your VPN server provider

Tunnel password

Provided by your VPN server provider

Handshake interval (s)

After a VPN connection is established, Sunrise
Internet Box 5G will send status reports to the VPN
server at this frequency. Users will be disconnected if
the VPN server does not receive status reports for an
extended period of time
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Parameter Description

PPP user name Provided by your VPN server provider
PPP password Provided by your VPN server provider
----End
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3.5 Traffic Statistics
3.5.1 Viewing Traffic Statistics

Traffic statistics provide the network connection du

ration and traffic generated.

Context
Note
Q Traffic statistics are provided for your reference only. Accurate traffic records can be obtained
from the bill provided by your operator.
Procedure

Step 1 Click Tools > Statistics
Step 2 View the traffic data

——End
| e s | s i
§"4 HUAWEI Language- | T~ [
4} Home @D Network Settings 2 Wi-Fi Settings &% Devices B2 Tools {5} Advanced
Statistics Statistics
Volume statistics provided here are approximate. For accurate statistics and details of charges refer to your
Parental Control P o ¢ v
bills.
Mobile Network &
Type Current Volume Monthly data usage Total data usage
Used 64 92KB 64 92KB 64 92KB
Duration 00:08:24 00:08:24 00:08:24

Figure 10 Traffic Statistics

Clear History

Last cleared
2019-7-6
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3.5.2 Clearing Traffic Statistics

This section describes how to clear the recorded traffic statistics.

Procedure
Step 1 Click Tools > Statistics
Step 2 Click Clear History
----End

3.5.3 Setting the Monthly Traffic Statistics Function

User can set the monthly traffic statistics function and view the data usage in the
current month.

Procedure

Step1 Choose Tools > Statistics

Step 2 Click on
Step 3 Check Set monthly package and set Your monthly data plan
Step 4 Click Save

----End

Mobile Network

Set monthly package

Start date

Monthly data plan

Threshold

Cancel

Figure 11 Monthly Traffic Statistics Settings
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3.6 Update

In order to have Sunrise Internet Box 5G on latest supported version it is strongly
recommended that firmware (FW) upgrades of Sunrise Internet Box 5G are
performed only by Sunrise.

Before deploying new FW to Sunrise Internet Box 5G Sunrise runs extensive
validation of new FW. Only after successful testing, Sunrise will remotely update
Sunrise Internet Box 5G.

Updates are performed during maintenance window (02:00 — 05:00)

3.6.1 Online Update* (not supported Sunrise service)

Note: The Sunrise Internet Box 5G supports online update, however this option is
not supported nor recommended by Sunrise

Procedure
Step1 Choose Advanced > Updates

Note

Q During your update, do not close the browser or unplug the Sunrise Internet Box 5G.

When detecting a new version and being updated, the Sunrise Internet Box 5G reports the
International Mobile Equipment Identity (IMEI) encrypted by RSA to the online update
server.

Step 2 Click Check for Updates to check for the latest version.
Step 3 Click Update. In the displayed dialog box, click began to update
----End

§"QHUAWEI Language~ | T [3

47} Home @ Network Settings 2 Wi-Fi Settings &% Devices 85 Tools {3} Advanced

Wi-Fi - Updates

Reqularly update your router for a better experience and to discover new features.

Updates Note: Your device will automatically ¢heck for and notify you of new updates. You can also check for new

versions on this page. During updates, mobile data may be used, your device will be restarted, and your
Router - Internet connection disconnected. Keep the charger plugged in to avoid causing damage 1o your device
Security -
VolP - Auto update

When enabled, your device will automatically update when your device is not in

System P use between 3:00 am and 5:00 am

Devices

Main Device
=~ H112-370
|- currentversion: 10.0.1.1(H2025P5C154) Local Update
No new versions available

Check for Updates
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Figure 12 Online Update
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3.6.2 Local Update* (not supported Sunrise service)

The Sunrise Internet Box 5G supports local update, however this option is not
supported nor recommended by Sunrise

You can update the Sunrise Internet Box 5G by installing the local update package.

Procedure
Step1 Choose Advanced > Updates
Step 2 Click Local Update
In the displayed dialog box, select the update package stored on your computer
Step 3 Click Browse....
Step 4 Click Update

Step 5 On successful update pop up message displays “update successful(0)”

Ll noTE

During the update, do not disconnect the Sunrise Internet Box 5G from its power supply or
your computer.

When the update is complete, the Sunrise Internet Box 5G automatically restarts with the new
version installed.

Note

During the update, do not disconnect the Sunrise Internet Box 5G from its power supply or
Q your computer.

When the update is complete, the Sunrise Internet Box 5G automatically restarts with the new
version installed.

-—End

2 HuAwEI language- | N 3B 3%

{8} Advanced

Wi-Fi - Updates

Updates

Router -
Security -

VoIP - Auto update

System e

Devices

Main Device

H112-370
Current version: 10.0.1.1(H302SP5C154)
No new versions available

Figure 13 Local Update
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3.6.3 Setting Auto Update* (not supported Sunrise service)

You can perform this task to enable system auto update, however this option is not
supported nor recommended by Sunrise.

Procedure
Step1 Select Advanced > Updates
Step 2 Select Auto update
----End

S HuAWE| Language- | N 3 3%

{0} Advanced

Wi-Fi -

Updates
IJ dates Regularty update your router for a better experience and to discover new features.
P Note: Your device wil automatically check for and notify you of new updates. You can also check for new
versions on this page. During updates, mobile data may be used, your device will be restarted, and your
Router ] Internet connection disconnected. Keep the charger plugged in to avoid causing damage to your device.
Security -
System a Auto update [ @]

When enabled, your device will automatically update when your device is not
in use between 3:00 am and 5:00 am.

Devices
Main Device
H112-370
=
Current version: Local Update
n 10.0.1.3(H3095P1C154)

Mo new versions available

Check for Updates

Figure 14 Auto update
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3.7 PIN Management* (not applicable for SIM card
provided by Sunrise)

Note: Sunrise Internet Box 5G is delivered with PIN free SIM, so this section is not applicable for the
default SIM card. The Sunrise Internet Box 5G does not support SIM cards from other providers.

3.7.1 Enabling or Disabling PIN Verification

Context

Procedure
Step 1
Step 2

Step 3
Step 4

Page 27

If PIN verification is turned on, you need to enter the PIN only when the Sunrise
Internet Box 5G is turned on. If PIN verification is turned off, no PIN is required.

e [faPINisrequired, enter the correct PIN

e If you enter your PIN incorrectly three times consecutively, the SIM/USIM/UIM
card is locked and you must enter the PIN unlock key (PUK)

e [f you enter the PUK incorrectly ten times consecutively, the SIM/USIM/UIM card
is locked permanently. If you cannot enter the correct PIN or PUK,

network-associated functions are unavailable

e The PIN and the PUK are provided with the SIM/USIM/UIM card. If you did not
receive them or have forgotten them, contact the operator

Choose Advanced > System > PIN Code Management.

Set PIN Code Management to either of the following:

e  Off: to disable PIN verification
e On:to enable PIN verification

Enter the PIN (up to 7 digit) in the displayed dialog box

Click OK
-—End

D« ¢ & Deskop@FusionAccess # Mobile Broadband

A2 HuAWEI

4> Home

& Network Settings

2 Wi-Fi Settings &% Devices 83 Tools

Wi-Fi & PIN Code Management

Updates

PIN Code Management

Router

Security -
VolP -
System

Device Information

Reset

Figure 15 PIN Code Management

Language ~

[y %
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Enter PIN Code

PIN Code

Remaining attempts: 3

Cancel

Figure 16 PIN Code Settings

3.7.2 Changing the PIN

If PIN verification is turned on, you can change the PIN.

Procedure
Step1 Choose Advanced > System > PIN Code Management
Step 2 Enable PIN verification and select Modify PIN Code
Step 3 Enter the current PIN
Step 4 Enter a new PIN and confirm the PIN
Step 5 Click Save
----End
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gement £ - C || @ Deskiop@FusionAccess | e Mobile Broadband |

&% HuAwE! Language- | N B 3¢

AR} Home @ Network Settings = i Setting &% Devices 22 Tools {6} Advanced

Wi - PIN Code Management
Updates

Router R PIN Code Management Q
Security . WModify PIN Code O
VolP -

System -

Figure 17 PIN Code Modification

nagement RP-c H & Desktop@FusionAccess #% Mobile Broadband x ‘ ‘

s%HUAWEl Language- | P [ 3%

1A} Home Network S - i Setting &% Devices 82 Tools {5} Advanced

Wi-Fi - PIN Code Management
Updates
Router . PIN Code Management ‘)
Security . Modify PIN Code
VoIP - PIN Code
System - New PIN
Device Information Confirm PIN
EpT
Restart
Reset

One-click Check

Diagnosis

Figure 18 PIN Code Changing
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3.7.3 Enabling or Disabling Automatic PIN Verification

If personal identification number (PIN) verification is enabled, you are required to
enter the PIN at each startup of the Sunrise Internet Box 5G to verify whether the
SIM/UIM is valid.

Procedure
Step1 Choose Advanced > System > PIN Code Management
Step 2 Enable PIN Code Management
Step 3 Set Auto validate to either of the following:

e  Off: to disable automatic verification
e On:to enable automatic verification

——End
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3.8 Ethernet Settings* (not supported Sunrise service)

Note: configuration and potential issues related to Ethernet Settings (PPPoE Dial-up
Settings and Dynamic IP Settings) are not part of Sunrise Customer Services
support

3.8.1 Setting Up the Ethernet Connection Mode

This section describes how to set up the Ethernet connection mode and parameters.

Procedure
Step1 Choose Network Settings > Ethernet > Ethernet Settings.

Step 2 Set the Sunrise Internet Box 5G's connection parameters according to the following
table.

Application Configuration Method
Scenario

The Sunrise Internet | 1. Select Auto from the Connection mode drop-down list

Box 5G selects the 2. Set Point-to-Point Protocol over Ethernet (PPPoE) and
best network access dynamic IP parameters. For details, see PPPoE

mode based on the Dial-up Settings and Dynamic IP Settings
network environment.

Access the Internet 1. Select PPPoE + Dynamic IP from the Connection
using a PPPoE mode drop-down list

dial-up connection or | 5 get Point-to-Point Protocol over Ethernet (PPPoE) and

a dynamic IP dynamic IP parameters. For details, see PPPoE
address. Dial-up Settings and Dynamic IP Settings

You have the user 1. Select PPPoE from the Connection mode drop-down
name and password list.

provided by your 2. Enter the user name and password provided by your

network service

i network service provider
provider for the

PPPOE dial-up 3. Setthe MTU

connection.

The computer IP 1. Select Dynamic IP from the Connection mode
address is drop-down list

automatically 2. Select the Set DNS server manually check box, Enter

assigned by the
network service
provider.

Primary DNS server and Secondary DNS server

NOTE:

This step is optional. By default, the Sunrise Internet Box 5G
automatically obtains the Domain Name Server (DNS) address.

3. Setthe MTU
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You have the network
parameters, such as
a fixed IP address,
subnet mask,
gateway IP address,
and domain name
server (DNS)
address, provided by
your network service
provider.

1. Select Static IP from the Connection mode
drop-down list
2. Enter the IP address, subnet mask, gateway address,

DNS address (optional), provided by your network
service provider

3. Setthe MTU

The client is
connected with a
network cable, but no
Ethernet connection
is available.

Select LAN only from the Connection mode drop-down
list
NOTE:

You can also unplug the network cable and access the Internet
using the cellular data network

When Connection
mode is set to
PPPoE, Dynamic IP,
or Static IP, you can
enable virtual LAN

and set parameters.

1. Click on the right side of the VLAN to turn on the vlan
function

2. Inthe VLAN ID box, set the parameters

Step 3 Click Save.

-—End
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SQHUAWEI Language- | ™ [ 3%

4R}Home @D Network Settings

Mobile Network - Ethernet Settings
Ethernet i

Ethemet Settings. Connection mode Auto -
The system chooses the best connection mode automatically. (Recommended)

Ethemet Status

PPPoE
User name
Password LITTITY Y
MTU size 1430
Please do not edit unless absolutely necessary
Dynamic IP

Set DNS server manually

MTU size 1500

Please do not edit unless absolutely necessary

Figure 19 Ethernet Settings
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3.8.2 Checking the Ethernet Status

This section describes how to check the Ethernet Status.

Procedure
Step1 Go to Network Settings > Ethernet > Ethernet Status

Step 2 Check the Duration/Connection status/MAC address/ Connection mode/IP
address/Subnet mask/Default gateway and so on

—End

T || i UESKLUPRUTUSIONALLESS. e MUDIE DIUGULANY ~

A HuawEl Lenguage- | N [

AA}Home @ Network Settings 2 Wi-Fi Settings &5 Devices 29 Tools {2} Advanced

Mobile Network - Ethernet Status
Ethernet -
Ethernet Settings Duration 0 day 00 hour 00 minute 00 second
Ethemet Status Connection status Disconnected
MAC address CCIA2:23:94.AF EO
Connection mode LAN only
IP address Unknown
Subnet mask Unknown
Default gateway Unknown
Primary DNS server Unknown
Secondary DNS server Unknown

Figure 20 Ethernet Status

3.8.3 MAC Address Clone

MAC address clone allows multiple devices to connect to the Sunrise Internet Box
5G and access the Internet.
Procedure
Step1 Go to Network Settings > Ethernet > Ethernet Settings.

Step 2 At the bottom of page the drop-down list on the right side of Clone MAC Address,
select Use current device MAC.
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Note

Q You can select Manual input from the drop-down list, and enter the MAC address in MAC
address.

Or select Do not clone from the drop-down list.

Step 3 Click Save.
----End

— ~ || 5 vesniupw usnmusss T MULNT L UaULaIU ~| |

S@HUAWEI Language- | P [ 3

& Network Settings

IMobile Network - Ethemnet Settings
Ethernet -
Ethemet Setiings ‘Connection mode Auto -
The system chooses the best connection mode automatically. (Recommended)
Ethernst Status
PPPoE
User name
Password CTTRIETE
MTU size 1480
Please do not edit unless absolutely necessary
Dynamic IP

Set DNS server manually

MTU size 1500

Please do not edit unless absolutely necessary

Clone MAC Address

Clone MAC Address Do not clone -

Figure 21 MAC Address Clone
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3.9 Wi-Fi Settings
3.9.1 Configuring Wi-Fi Security Settings

You can configure more security settings for your Wi-Fi to ensure data security.

Procedure
Step1 Go to Advanced > Wi-Fi > Wi-Fi Security Settings
Step 2 Select Edit button under options located on 2.4 or 5 GHz SSID

M2 HuAwE| Language - | D 3

rk Settings 2" WI-Fi Settings &% Devices =2 Tools {&} Advanced

Wi-Fi " Wi-Fi Security Settings

. . “You can do more security setfings for Wi-Fi to ensure data security on your wireless network.
Wi-Fi Advanced Settings

() Help
Wi-Fi Security Settings
Wi-Fi MAG Filter
2.4 GHz Wi-Fi
Wi-Fi WPS
Wi-Fi name (SSID) Security mode Status QOptions
Updates
Sunrise_SG_Box_99A8 WPAZ-PSK s
Router -
. Sunrise_SG_Box_98A6_S1 WPAZ-PSK s
Security -
System -
5 GHz Wi-Fi
Wi-Fi name (SSID) Security mode Status Optiong
Sunrise_SG_Box_9948 WRAZ-PEK a4

Figure 22 Wi-Fi Security Settings

Step 3 Modify the Wi-Fi name in the Wi-Fi name (SSID) text box
Step 4 Select an encryption method in the Security mode drop-down list

® None (open): Unencrypted. No security key is required for a device to connect to
the Wi-Fi network. User can connect SSID without any password

Note

Q To ensure Wi-Fi security, it is recommended that you set a security key.

e WEP: Wired Equivalent Privacy.
e WPA2-PSK: WPA-PSK version 2, which is more secure than WPA-PSK
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*  WPA/WPA2-PSK: Supports both WPA2-PSK and WPA-PSK encryption methods.
You can use WPA-PSK or WPA2-PSK to connect to a Wi-Fi network

Step 5 Set your Wi-Fi password in the Wi-Fi password text box
Step 6 In the case You would like to hide Wi-Fi name (SSID) check the Hide Wi-Fi box

Note

When enabled Hide Wi-Fi, user must enter the correct Wi-Fi name (SSID) of the Wi-Fi
Q network You would like to connect to. Note that Wi-Fi WPS will be unavailable if Hide
Wi-Fi option is enabled

‘-\"é HUAWEI Language~ | N [

1,'{; Home (@ Network Settings 72 Wi-Fi Settings (596 Devices B3 Tools @Advanced

Wi-Fi > Wi-Fi Security Settings

) ’ You can do more security settings for Wi-Fi to ensure data security on your wireless network
Wi-Fi Advanced Settings

(?) Help
Wi-Fi Security Settings
Wi-Fi MAC Filter & Back
Wi-Fi WPS
Updates Wi-Fi name (SSID) Sunrise_5G_Box_6202
Router -
Security mode WPA2-PSK v
Security a
Wi-Fipassword = eeeesess @
System -
Hide Wi-Fi

When enabled, you must enter the correct Wi-Fi name
of the network you would like to connect to. Note that
Wi-Fi WPS will be unavailable

Figure 23 Hide Wi-Fi SSID

Step 7 Click Save
----End

3.9.2 Enabling and Configuring Wi-Fi

Follow the steps below to configure and enable/disable your Wi-Fi network.

Procedure
Step1 Click Wi-Fi Settings
Step 2 Wi-Fi button will enable or disable the Wi-Fi

e  On: Enable Wi-Fi
e Off: Disable Wi-Fi

Step 3 To Modify Wi-Fi name (SSID), enter the new SSID name in text field
Step 4 Select Encrypted from Security mode
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e None (open): Unencrypted. No security key is required for a device to connect to
the Wi-Fi network

Note

Q To ensure Wi-Fi security, it is recommended that you set a security key.

e WEP: Wired Equivalent Privacy
e WPA2-PSK: WPA-PSK version 2, more secure than WPA-PSK

e  WPA/WPA2-PSK: supports both WPA2-PSK and WPA-PSK. Your device can
use either WPA-PSK or WPA2-PSK to connect to the Wi-Fi network

Step 5 Enter your Wi-Fi password
Step 6 Click Save
----End

% HuAWEI Language - | N 3

A7} Home @) Network Settings 2 Wi-Fi Settings &5 Devices 82 Tools {c} Advanced

WI-Fi Basic Settings Wi-Fi Basic Settings

Guest Wi-Fi

5 GHz preferred ‘)

The 2.4 GHz and 5 GHz signals are combined and
displayed as one. The faster 5 GHz network is
preferred when their signal strength is equal. Tumn off
this switch to use them separately

WiFi a

Wi Fi name (SSID) Sunrise_5G_Box_AFET

Security mode WPA2 PSK =
Wi-Fi password sssssssssese =

More Wi-Fi Settings

Figure 24 Enabling and Configuring Wi-Fi

3.9.3 Guest Wi-Fi

This section describes how to set up guest Wi-Fi.

Procedure—as default the SSID and password are present
Step1 Choose Wi-Fi Settings > Guest Wi-Fi
Step 2 Enable or disable Guest Wi-Fi
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Step 3 Default active duration of Guest Wi-Fi is 4 hours, User can modify the duration from
value available from drop down menu

Step 4 In Wi-Fi name (SSID), user can modify Wi-Fi SSID

Step 5 Security- user can select Guest SSID as Encrypted enable password mode or
Selecting open will hide the password field

Step 6 If user use Encrypted open the default password is set, user can update the desired
password

Note: The Guest Wi-Fi password and standard Home Wi-Fi password cannot be the
same.

Note

Q Open: Anyone can connect to the guest Wi-Fi network.

Encrypted: Access to the guest Wi-Fi network requires the password you set in the Wi-Fi
password text box.

Step 7 Click Save.

Note

Q The Time remaining row displays the remaining active period of the guest Wi-Fi network. To
prolong the active period by 30 minutes, click Extend by 30 minutes.
You can as well choose to have Duration = Unlimited, 1 day or 4 hours

-—End

§"éHUAWE| Language~ | > [3

1A} Home @ Network Settings 2 Wi-Fi Settings 5% Devices 29 Tools {&} Advanced

Wi-Fi Basic Settings Guest Wi-Fi

When you have guests, you can enable guest Wi-Fi. Your home will then have both main Wi-Fi and guest Wi-
Fi. Guests can access the Internet through guest Wi-Fi. They will not be able to manage your router and will not
be able to access devices in main Wi-Fi. Guest Wi-Fi effectively ensures your network privacy and security

Guest Wi-Fi

(7) Help

Guest Wi-Fi Q

Duration 4 hours -
Wi-Fi name (SSID) Sunrise_5G_Box_AFE1_Guest

Security Open -

Time remaining 00 d 03 h 59 min 52 s

Extend by 30 minutes
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Figure 25 Guest Wi-Fi Settings
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3.9.4 Selecting a Working Band

You can select the working band you need following the instructions.

Procedure
Step1 Choose Advanced > Wi-Fi > Wi-Fi Advanced Settings
Step 2 Select a working band from the Bandwidth drop-down list

Note

Q e By default Bandwidth for 2.4 and 5 GHz Wi-FI are set to Auto (Default)

——End

A2 HuAwEI Language- | N 3 2t

{5} Advanced

i :
Wi-Fi = Wi-Fi Advanced Settings
T You can make more personalized Wi-Fi settings to adapt to a variety of network environments.

WiFi Securty Seftings

. 2.4 GHz Wi-Fi
Wi-Fi MAC Filter
WiFIWPS
Bandwidth Auto (Defautt) -
Updates
Router . Channel Auto -
Security -
5 GHz Wi-Fi
System -
Bandwidth Auto (Defautt) -
Channel Auto -

Figure 26 Working Band Settings
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3.9.5 Selecting a Channel

This section describes how to select a channel.

Procedure
Step1 Choose Advanced > Wi-Fi > Wi-Fi Advanced Settings
Step 2 Select a channel from the Channel drop-down list box
Step 3 Click Save

Note

Q If you do not know which channel to select, select auto. The Sunrise Internet Box 5G will then
automatically select a channel.

In some case the higher channel are not selected depends on local DMF channel policy

—End

A% HuaweEl Language~ | 4~ [3
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Wi-Fi e Wi-Fi Advanced Seftings
R ou can make more personalized WiFi settings to adapt to a variety of network environments.

Wi Securty Settings

2.4 GHz Wi-Fi
WL MAC Fiter
WiFiWPS
Bandwidth Auto (Defautt)
Updates
Router & Autol
Security - Auto
5 GHz Wi-Fi .
System -
5
Bandwidth 7
8

Channe!

Figure 27 Channel Settings
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3.9.6 WPS

The Wi-Fi Protected Setup (WPS) is a standard used to set up wireless connections in
an easy and secure way. Traditionally speaking, to set up a wireless connection, you
have to set a Wi-Fi name (SSID) and key for the Sunrise Internet Box 5G, and enter
the key on the client. WPS automatically configures an SSID and key for the Sunrise
Internet Box 5G and client. You can conveniently and securely connect your client to
the Wi-Fi without having to remember the SSID and key.

The WPS feature on your Sunrise Internet Box 5G can only be used if your Wi-Fi
device has a WPS button. This WPS button can be a hardware button which is part of
your device's hardware. It can also be a virtual button included in your device software
(for example, it could be a virtual button in your phone's WPS app). Apple devices do
not currently support WPS. For instructions on how to set up a WPS connection for
devices other than HUAWEI phones, consult the accompanying user guide for your
device.

Connecting a Terminal Device to your Sunrise Internet Box 5G Through STA

(remote

Page 43

device) PIN

You can simply enter the device PIN code on your Sunrise Internet Box 5G' web Ul
to connect the device to your Sunrise Internet Box 5G's Wi-Fi, and visit the Internet
using Sunrise Internet Box 5G.

Step1 Setthe WPS connection method to PIN on your device, and remember the PIN code
displayed on the screen

Note

See your device's user guide for detailed operation instructions. Apple devices don’t supports
WPS

Step 2 Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or connect the
computer to the Sunrise Internet Box 5G's LAN port using an Ethernet cable). Open
your Internet browser. Enter 192.168.8.1 in your browser address bar and log in to
your Sunrise Internet Box 5G's web-based management page

Note

Q Enable or disable the WPS switch on the right side of WPS. You cannot configure the WPS
connection if WPS is disabled. Apple devices don’t supports WPS

Step 3 Go to Advanced > Wi-Fi > Wi-Fi WPS

Step 4 Enter the device PIN in the text box, and click Connect.
The Wi-Fi indicator should start to flash. When the phone is connected to the Sunrise
Internet Box 5G's Wi-Fi, the Sunrise Internet Box 5G's Wi-Fi indicator will turn from
flashing to steadily lit.

——End
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4 Home ® Network 2 Wi-Fi Settings 4%, Devices 22 Tools

Settings

. wewes
N You can quickly connect to Wi-Fi using Wi-Fi protected setup (WPS).
Wi-Fi Advanced Settings
7)Help
Wi-Fi Security Settings -
Wi-Fi MAC Filter
Updates
P Method 1
Press the WPS button on the device, and click the PBC Connect button within 2 minutes to connect to Wi-Fi.
Router -
Security -
System - PBC Connect
Method 2

Enter the PIN code generated by the device and click the Connect button to connect to Wi-Fi

[ )

Enter the PIN code generated by the device

Connect

Method 3

Enter the PIN code generated by your router on the device to connect to Wi-Fi
Figure 28 Wi-Fi WPS Settings

Connecting a Terminal Device to a Sunrise Internet Box 5G Through PBC

With Push Button Configuration (PBC), you can simply press the WPS button on your
device to connect to your Sunrise Internet Box 5G's Wi-Fi

Procedure

Step1 On the Sunrise Internet Box 5G's web Ul, go to Advanced > Wi-Fi > Wi-Fi WPS.

Note

Q Enable or disable the WPS switch on the right side of WPS. You cannot configure the WPS
connection if WPS is disabled. Apple devices don’t supports WPS

Step 2 Click PBC Connect.

Note

Q See your device's user guide for detailed operation instructions.
Click PBC Connect within two minutes after you press the WPS button on the device.
Apple devices don’t supports WPS

—End

Sunrise Internet Box 5G User Manual



S@HUAWEI Language- | I [3
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Wi-Fi - Wi-Fi WPS
You can quickly connect to Wi-Fi using Wi-Fi protected setup (WPS)
Wi-Fi Advanced Settings
(2) Help
Wi-Fi Security Settings
Wi-Fi MAC Filter
wes «©
Wi-FI WPS
Method 1
Updates "
Press the WPS button on the device, and click the PBC Connect button within 2 minutes to connect to Wi-Fi
Router -
Security -
PBC Connect
VolP P
System a Method 2

Enter the PIN code generated by the device and click the Connect button to connect to Wi-Fi.

Figure 29 Wi-Fi WPS connection through PBC

Using AP PIN to connect to the Sunrise Internet Box 5G

Simply enter the Sunrise Internet Box 5G’s PIN code in the app to securely connect
to the Sunrise Internet Box 5G’s Wi-Fi, and access the Internet.

Procedure

Step 1 Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or connect the
computer to the Sunrise Internet Box 5G's LAN port using an Ethernet cable). Open
your Internet browser. Enter 192.168.8.1 in your browser address bar and log in to
your Sunrise Internet Box 5G's web-based management page. Go to Advanced >
Wi-Fi > Wi-Fi WPS

Note

Q Enable WPS on the right side of WPS. WPS connection is not available if WPS is disabled.

This method is generally supported on PCs or laptops with a wireless network adapter, but not
supported on phones

Step 2 Enable PIN.
Step 3 To obtain the PIN code:

e Click Generate PIN. On the Sunrise Internet Box 5G’s web-based management
page, find and memorize the randomly assigned PIN code.

e Click Reset PIN. Find and memorize the Sunrise Internet Box 5G’s PIN code.

Step 4 Open network settings on your PC, and set WPS connection to AP PIN (exact
operation may vary with different PCs).
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Step 5 Enter the generated PIN code from the Sunrise Internet Box 5G.
When the device is connected to the Sunrise Internet Box 5G's Wi-Fi, the Sunrise
Internet Box 5G's Wi-Fi indicator will turn from flashing to steadily lit.

Note

Q For setting the WPS on remote device please refer to the device user guide.

—End

&%HUAWEl Language~ | * [ 3%

A7} Home D Network Settings 7 Wi-Fi Settings P ] ) Tools {8} Advanced

ek - Wi-Fi WPS

Wi-Fi Advanced Settings You can quickly connect to 'Wi-Fi using Wi-Fi protected setup (WPS).
(2) Help
Wi-Fi Security Settings

Wi-Fi MAC Filter
wes @
Wi-Fi WPS
Method 1
Updates Press the "WPS bution on the device, and click the PBC Connect bution within 2 minutes to connect to Wi-Fi
Router -
Security -
PBC Connect
VolP -
System - Method 2

Enter the PIN code generated by the device and click the Connect button to connect to Wi-Fi

Enter the PIN code generated by the device

Connect

Method 3
Enter the PIN code generated by your router on the device to connect to Wi-Fi.

PIN [ @]

PIN Code 73223289

Reset PIN

Figure 30 Wi-Fi WPS connection through generated AP PIN
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3.9.7 Setting Wi-Fi MAC Address Filtering

Procedure

Page 47

Step 1
Step 2
Step 3

Step 4

Step 5

By filtering MAC addresses, you can manage client device access permission and
thereby improve your Wi-Fi network security.

Wi-Fi MAC Filter is to allow or block a device from accessing your Sunrise Internet
Box 5G through Wi-Fi.

Choose Advanced > Wi-Fi > Wi-Fi MAC Filter
Enable Wi-Fi MAC Filter
Select a filtering mode

e Allow: If aclient MAC address is in the MAC address list, the client is allowed to
connect to the Sunrise Internet Box 5G through Wi-Fi

e Block: If a client MAC address is in the MAC address list, the client is not
allowed to connect to the Sunrise Internet Box 5G through Wi-Fi

e Note: if the MAC address of device are in allow or block list then device is
allowed to have access services from Sunrise Internet Box 5G

In the Wi-Fi MAC Address List, click New. In the displayed dialog box, select Host
and set MAC address

Click Confirm
-—-End

S@HUAWEI Language~ | P [3

ﬁHume @ Network Settings = Wi-Fi Settings ﬁ Devices 82 Tools @ Advanced

Wi-Fi v Wi-Fi MAC Filter

Set the Wi-Fi MAC Filter to allow or block a device from accessing your router through Wi-Fi.
Wi-Fi Advanced Settings ! ! v gy igh V

(?) Help
Wi-Fi Security Settings

Wi-Fi MAC Filter
Wi-FI MAG Filter [ @)
Wi-Fi WPS
Filter mode Allow Q Biock
Updates
Router a Wi-Fi MAC Address List +
Security - Serial Number Device Name MAC address Options
VolP a
System -

Figure 31 Wi-Fi MAC Address Filtering
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1. Click Devices and check the MAC address of the client to be allowed to access
the Wi-Fi network, for example, 40:4D:8E:6D:80:7D

2.  Choose Advanced > Wi-Fi > Wi-Fi MAC Filter. Set Filter mode to Allow
Click New. In the MAC address: text box, enter 40:4D:8E:6D:80:7

@QHUAWEI Language~ | ™ [ 3t

{t::} Advanced

Wi-Fi e Wi-Fi MAC Filter

Wi-Fi Advanced Seftings Set the Wi-Fi MAC Filter to allow or block a device from accessing your router through Wi-Fi.

(7) Help
Wi-Fi Security Settings

Wi-Fi MAC Filter
Wi-Fi MAG Filter @O
Wi-Fi WPS
Filter mode O Alow Block
Updates
Router - Wi-Fi MAC Address List
Security = Serial Number Device Name MAC address Options
VolP a
System -

Figure 32 Allowing a Specified Client to Access the Wi-Fi Network
4. Click Confirm.

Add a Wi-Fi MAC Address

Device Name Anonymous device

MAC address

MAC address format: 00 X0CXCXHX

Cancel

Figure 33 Add a Wi-Fi MAC Address
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3.10 DHCP Settings* (not supported Sunrise service)

Note: configuration and potential issues related to Dynamic Host Configuration
Protocol (DHCP) are not part of Sunrise Customer Services support

3.10.1 Enabling the DHCP Server

If the Dynamic Host Configuration Protocol (DHCP) server is enabled, the Sunrise
Internet Box 5G allocates IP addresses to clients connected to it.

Context
e DHCP IP range and DHCP lease time are available to be set only when the
DHCP server is enabled.
e After the DHCP server is enabled, enable the function to automatically obtain an
IP address and a DNS server address from clients.
Procedure

Step1 Choose Advanced > Router > DHCP

Step 2 In LAN IP address, enter the two last digits of the Sunrise Internet Box 5G's IP
address

Step 3 On the DHCP server right click on the button to enable the DHCP server

Note

Q On is enabled.

Step 4 In DHCP IP range, enter the last digit of the start IP address and the end IP address
Step 5 In DHCP lease time, enter a lease time
Step 6 Click Save

----End
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DHCP
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VN DHCP lease time 1 day -
Security -
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System -
IF and MAC Address Binding List +
Serial IP address Device Name: MAC address Opfions

Number

Figure 34 Enabling the DHCP Server

3.10.2 Disabling the DHCP Server

If the Dynamic Host Configuration Protocol (DHCP) server is disabled, the Sunrise
Internet Box 5G does not allocate IP addresses to clients connected to it and IP
addresses must be entered from each client.

Procedure
Step1 Choose Advanced > Router > DHCP
Step 2 Disable DHCP server
Step 3 Click Save
----End
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Figure 35 Disabling the DHCP Server

3.10.3 Configuring DHCP Clients

Context

Procedure

Page 52

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Step 7

If the Dynamic Host Configuration Protocol (DHCP) server is enabled, certain settings
must be configured on clients.

The following describe how to configure DHCP settings on a computer running
Windows 7 as an example.

Choose Start > Control Panel
From the Viewed by drop-down list, choose Category

Choose Network and Internet > Network and Sharing Center > Change adapter
settings > Wireless Network Connection

Right click the network icon that you want to configure and choose Properties

On the Networking tab page, choose Internet Protocol Version 6 (TCP/IPv6) or
Internet Protocol Version 4 (TCP/IPv4), and then click Properties

On the Internet Protocol 6 (TCP/IPv6) Properties dialog box, select Obtain an IPv6
address automatically and Obtain DNS server address automatically. Or on the
Internet Protocol 4 (TCP/IPv4) Properties dialog box, select Obtain an IP address
automatically and Obtain DNS server address automatically

Click OK
—End
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3.10.4 Bind IP and MAC address

After connecting to a LAN, you can assign a static IP address to the designated
device.
Procedure
Step1 Choose Advanced > Router > DHCP

Step 2 Click New, fill in your designated IP address and the MAC address of your device in
the IP and MAC Address Binding List table

Step 3 Click Save
----End

Bind IP and MAC address

IP address 192 . 163 8

Device Name Anonymous device

MAC address

MAC address format: X000

Figure 36 Bind IP and MAC address Settings
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3.11 Security Settings
3.11.1 Enabling or Disabling the Firewall

The Sunrise Internet Box 5G supports the firewall function to control the
transmission of data streams and protect your local area network from unauthorized
access.
Procedure
Step1 Choose Advanced > Security > Firewall

Step 2 Select Enable firewall to enable the firewall or clear it to disable the firewall.

Note

Q Other parameters are available only if you select Enable firewall.

Step 3 Select Enable IP address filter to enable the function of filtering IP addresses
Step 4 Select Disable WAN port ping to disable the ping function
Step 5 Select Enable domain name filter to enable the function of filtering URLs
Step 6 Select Enable MAC filter to enable the MAC filtering function
Step 7 Click Save

----End

g@ HUAWEI Language~ | T [3

@TH-JIT\E @ Network Settings 2 Wi-Fi Settings & Devices 80 Tools @Advanced

Wi-Fi - Firewall

You can enable or disable the firewall and its filters here
Updates
Router -

Enable firewall
Security -
Enable |P address filter
Firewall

Disable WAN port ping
MAC Address Filter

Enable domain name filter
IP Filter

Enable MAC filter
Virtual Server
Special Applications
DMZ Settings
SIP ALG Settings
UPnP Settings

NAT Settings

Static Routes
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Figure 37 Firewall Settings
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3.11.2 Configuring LAN IP Filter

This feature allows user to block/whitelist specific devices connected to the LAN from
accessing certain Internet services.

Prerequisite
Ensure that the LAN IP filter is enabled.

Context
TCP/IP for apps
Protocol | Default Port Service
HTTP 80 Browsing www web pages
SMTP 25 Sending emails
POP3 110 Receiving emails
FTP 21 Transferring files
TELNET | 23 Remotely logging into a computer
Note
Q Contact your service provider if you are unsure of the service port.
Procedure

Step1 Go to Advanced > Security > IP Filter
Step 2 Select Filter mode Blacklist to block and Whitelist to allow IP to access the trusted IP
Step 3 Click New, and configure settings on the pop-up page according to your needs.

Step 4 User can Block/Whitelist the device either from device drop down or by entering
device IP address (LAN IP Address)

Note

Q e Edit: Modify selected items in the list
e Delete: Delete selected items in the list

Step 5 Click Save
----End
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Figure 38 LAN IP Filter
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Add IP Filter

TCPUDP

Device Anonymous device

LAN IP Address
Supports single or group IP addresses. Wildcard

character (*) supported. For example: 3o0 o XK
OF 30( 00000 * are both valid

Single or set of ports (separated by hyphen "), such
a5 300 OF 0X-KXX

Cancel

Figure 39 LAN IP Filter Settings

Blocking a Wi-Fi device from accessing certain websites

To block a Wi-Fi device from accessing internet

1. Goto Advanced > Security > IP Filter
2. Click New, and configure the settings on the pop-up page

Status Select On
IP type Select IPv4
Protocol | Select TCP/UDP.
NOTE
If you don't know the protocol type, select TCP/UDP, and the Sunrise Internet
Box 5G will automatically select a matching protocol.
Device Dropdown with list of devices currently connected or connected in past
LAN Port | Enter 80
LAN IP You can view the IP addresses of clients connected to the Sunrise
Address | Internet Box 5G on the Devices page. If the user select the Device
from Device drop down the IP is auto populated in this field
3. Click Save
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3.11.3 Configuring a Virtual Server* (not supported Sunrise

service)

Procedure

Note*: configuration and potential issues related to Virtual Server are not part of
Sunrise Customer Services support

Note**: Due to Network Address Translation (NAT) remote access to Sunrise Internet
Box 5G is not possible.

The Sunrise Internet Box 5G supports the virtual server to enable external users to
use the services provided in the local area network (LAN) using the Hypertext
Transfer Protocol (HTTP), File Transfer Protocol (FTP), and other protocols.

Step1 Choose Advanced > Security > Virtual Server

Step 2 Click New and set the parameters

Step 3 Click Save to save the settings

Note

Q e [Edit: to edit an item.
e Delete: to delete an item.

Step 4 Click Status for the settings to take effect.

——End

Configuring an FTP Server

To enable a client to provide FTP services and be accessed by external users, do the
following:

1. Configure a virtual server

Name Protocol WAN Port LAN IP LAN Port
Address

My FTP server | TCP 21-22 Enter the IP 23-24
address

2. Choose Advanced > System > Device Information, view the wide area network
(WAN) IP address of the Sunrise Internet Box 5G. For example 10.2.1.123

3. Inthe browser of an external user, enter the FTP server address (ftp://10.2.1.123)
and access the FTP services provided by the client

Page 59

Note

Q If the default service port is 21-22, the external user should enter ftp://10.2.1.123:21 or

ftp://10.2.1.123:22 to access the FTP server.
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Add Virtual Server

Name

Pratocol TCP/UDP

WAN Port

Device Anonymous device

LAN IP Address

LAN Port

Cancel

Figure 40 Virtual Server Settings
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3.11.4 Configuring a Special Application* (not supported
Sunrise service)

Procedure

Note: configuration and potential issues related to Special Application are not part of
Sunrise Customer Services support

The Sunrise Internet Box 5G supports the function to use a special application to
configure dynamic port forwarding. Certain applications in the local area network (LAN)
must use a specified port of the firewall to access remote applications. To set up a
Transmission Control Protocol and User Datagram Protocol (TCP/UDP) connection
between an application in the LAN and a remote application, the firewall uses this port
forwarding function to open the required port.

Step1 Choose Advanced > Security > Special Applications

Step 2 Click New and set the parameters

Step 3 Click Save to save the settings

Note

O

Edit: to edit an item
Delete: to delete an item

Step 4 Click Status for the settings to take effect

-—End

Example of the Configuration of a Special Application

Page 61

A client in the LAN uses TCP to access the MSN game server through port 47624.
When the game starts, the game server uses TCP and port 2400 to set up a
connection to the client that tries to access the server. In this case, you must configure
dynamic port forwarding, because the game conflicts with the following default firewall
rules:

e The firewall blocks external data input.

e The game server can send a connection request to the external IP address of the
Sunrise Internet Box 5G but cannot send the request to the LAN client that tries
to access the game server, because the IP addresses of clients are not open to
external devices.

To solve this problem, you must define a set of port forwarding rules. When the client
in the LAN sends data to TCP port 47624, the rules allow data input from TCP port
2400. Then data from the game server can be received from and transmitted to the
LAN client that sends data to TCP port 47624.

Name Trigger Trigger Port Open Open Port
Protocol Protocol

MSN Gaming | TCP 47624 TCP 2400

Zone
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Note

Q For details about Trigger Protocol, Trigger Port, Open Protocol, and Open Port, contact

your service provider.

Trigger Protocol

Trigger Port

Open Protocol

Open Port

Add Spetial Applications

TCP/UDP

Can only be a single port

TCP/UDP

Supports single, a range, and multiple ranges of ports
A range of ports are separated by a dash (-), and
multiple ranges of ports are separated by a semicolon

(;), SUCN 35 "00C YOO,
ports are supported

00300 Up to 5 ranges of

Figure 41 Special Applications Settings
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3.11.5 Setting the DMZ* (not supported Sunrise service)

Prerequisite

Procedure

Page 63

Step 1
Step 2
Step 3

Note: configuration and potential issues related to DeMilitarized Zone (DMZ) are not
part of Sunrise Customer Services support

DMZ is an acronym for the demilitarized zone in networks.

DMZ is a logical subnetwork that contains and exposes external-facing services to an
untrusted network (e.g. Internet). The purpose of a DMZ is to add an additional layer
of security to local area network (LAN) -> an external network node can access only
what is exposed in the DMZ, while the rest of the network is firewalled.

If external users cannot access certain network services provided by the local area
network (LAN), use the DMZ function provided by the Sunrise Internet Box 5G to set
the client that provides the required network services as the DMZ host; external users
can then access these services properly.

DMZ users are not protected by the firewall and may be easily attacked. In addition,
the security of other users in the LAN is compromised.

Choose Advanced > Security > DMZ Settings
Enable or disable DMZ status
In DMZ host IP address, enter the IP address of the client to be set as the DMZ host

Note

Q Only a single client can be set as the DMZ host at a time

Step 4

Click Save
----End
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Wi-Fi o DMZ Settings

You can set up a computer in a local area network as a DMZ host, which will be exposed fo a wide area

Updates network and can be accessed directly from devices on the WAN. Note: The firewall seftings associated with the
DMZ host will not work.
Router -
Security -
DMZ status [ o]
Firewall
MAC Address Filter Device BAD4T17106 -
1P Filt
rer DMZ host IP address 192.168.8.100
Virtual Server

Special Applications

DMZ Settings

SIP ALG Settings

UPNP Settings

INAT Settings

Static Routes

Domain Filter
VolP a
System a

Figure 42 DMZ Settings
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3.11.6 Setting the SIP ALG

Note: Sunrise is not supporting 3" party VolP / SIP client

The Session Initiation Protocol (SIP) is a control protocol at the Application Layer. It is
used to initiate, change, or end a session. An application-level gateway (ALG) is a
specific application of SIP and is used to check the status of data packages. To
complete a SIP application, enable the SIP ALG.

Procedure
Step1 Choose Advanced > Security > SIP ALG Settings
Step 2 Enable or disable SIP ALG status
Step 3 In SIP port, enter the SIP port number provided by your service provider

Step 4 Click Save
----End

g%HUAWEI Language- | P [Z

T_'EH-:-I‘HE @N ttings 2 Wi-Fi Settings £ Devices 88 Tools {é}Advanced

Wi-Fi = SIP ALG Settings
The modem supports the SIP ALG function. The SIP application can run and communicate with other Intemet
Updates .
applications.
Router -
Security - SIP ALG stalus o
Firewall
SIP port 5060

MAC Address Filter

IP Filter

Virtual Server

Special Applications

DMZ Settings

SIP ALG Settings

UPNP Settings

NAT Settings

Static Routes

Domain Filter
VolP -
System -

Figure 43 SIP ALG settings
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3.11.7 Setting the UPnP* (not supported Sunrise service)

Note: configuration and potential issues related to Universal Plug and Play (UPnP)
service are not part of Sunrise Customer Services support

The Universal Plug and Play (UPnP) service realizes intelligent connection between
two UPnP devices using port forwarding. UPnP devices can obtain IP addresses
automatically and access the Internet dynamically.

Procedure
Step1 Choose Advanced > Security > UPnP Settings
Step 2 Select UPnP status to enable or disable the UPnP service

——End

A HuawEl Language- | N 3

{8} Advanced

Wi-Fi - UPnP Settings

Undat The Universal Plug and Play (UPNP) service allows inteligent connection between two UPnP devices using
pdates port forwarding. UPnP devices can obtain IP addresses automatically and access the Internet dynamically,

Router -

Security - UPNP status

‘When disabled, Link+ will be automatically turned off.
Firewall Currently, UPnP uses the http protocol. When the

parameters are configured through UPNP,

authentication authentication will not be performed.
MAC Address Fiter

P Fiter UPNP Port Mapping List

Virtual Server ;:gr‘z: A;gr“:;s Prolocol  External Port Internal Port
Special Applications Description

DMZ Settings

SIP ALG Settings
|UPnP Settings
MAT Settings.
Domain Fiter
ACL settings.

System e~

Figure 44 UPnP Settings
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3.11.8 Configuring NAT* (not supported Sunrise service)

Note: configuration and potential issues related to Network Address Translation (NAT)
are not part of Sunrise Customer Services support

Network address translation is the process of modifying source and destination IP
addresses when IP packets are transmitted across a Sunrise Internet Box 5G or
firewall. The purpose of this process is to translate internal (private) IP addresses into
external (public) IP addresses to provide a solution to the impending exhaustion of IP
addresses. Sunrise Internet Box 5G supports port-restricted cone NAT and
symmetric NAT. You can configure the NAT settings as required.

Procedure
Step1 Choose Advanced > Security > NAT Settings
Step 2 Select from the following options:

e Cone: to enable port-restricted cone NAT. This type of NAT are more compatible
with applications (including applications on game devices), although it provides
lower security

e Symmetric: to enable symmetric NAT. This type of NAT are generally adopted by
gateways with higher security.

——End
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Wi-Fi - NAT Settings

Symmetric NAT is often deployed in gateways with higher security requirements.

Cone NAT provides a lower level of security, but is more compatible with applications, including those on
gaming devices.

Updates
Router a

Security -
NAT mode Symmetric () Cone

Firewall

MAC Address Filter
IP Filter

Virtual Server
Special Applications

DMZ Setiings

Figure 45 NAT Settings
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3.11.9 Filtering Specified Websites

The Sunrise Internet Box 5G enables you to specify and filter undesirable websites.

Procedure
Step1 Choose Advanced > Security > Domain Filter
Step 2 Click New
Step 3 In Domain Name, enter the address of the website you want to filter
Step 4 Click OK
Step 5 Click Save
----End

Add Domain Name Filter

Domain Name

Figure 46 Filtering Specified Websites
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3.11.10 Setting the DDNS* (not supported Sunrise service)

Note: configuration and potential issues related to Dynamic Domain Name Service
(DDNS) are not part of Sunrise Customer Services support

Dynamic Domain Name Service (DDNS) is a system for mapping a dynamic IP
address on a fixed DNS. When the DDNS is enabled, the Sunrise Internet Box 5G
will associate its dynamic WAN IP to a fixed domain name. Then, Sunrise Internet
Box 5G services can be accessed through the fixed domain name at anytime,
anywhere, without needing to track the Sunrise Internet Box 5G's WAN IP.

Procedure
Step1 Choose Advanced > Router > DDNS

Step 2 Click New
Step 3 In the displayed dialog box, set the DDNS parameters

Note

Q The user name and password must be registered on the DDNS service provider website

Step 4 Click Save

Note

Q To enable or disable settings of a record, set Status of the record to on or off, respectively.
To delete the selected record, click Delete.

—End
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Add DDNS

Service Provider DynDNS.org

Domain Name

User name

Password

Figure 47 DDNS Settings

Example
To share large files or videos with Internet users:

1. Register the DDNS user name and password on the DDNS service provider
website. In this example, the DDNS service provider website is
http://www.dyndns.org/, and the registered user name and password are both
admin

2. Inthe displayed dialog box, set the parameters as follows

Service Domain Name User name Password
Provider
DynDNS.org www.abc.com admin admin

3. Click Save

4. Internet users will then be able to access your resources by accessing
www.abc.com from their browsers
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3.11.11 Blocking a Device

Sunrise Internet Box 5G’'s MAC address filter allows you to block a connected device
from accessing other devices on the Sunrise Internet Box 5G’s network or from
accessing the Internet.
Procedure
Step1 Go to Advanced > Security > MAC Address Filter
Step 2 Select Filter mode:

e Allow: If a device's MAC address is in the MAC address list, the device can
connect to the Sunrise Internet Box 5G

e Block: If a device's MAC address is not in the MAC address list, the device will
be denied access to the Sunrise Internet Box 5G

Step 3 Click New, and configure settings on the pop-up page according to your needs
Step 4 From Host, select the device you want to block
Step 5 Enter the device's MAC address into MAC address
Step 6 Click Save
----End

MAC Address Filter

Host Anonymous device

MAC address

MAC address format: XOUXX 20N,

Figure 48 MAC Address Filter
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3.11.12 Parental Control

Procedure
Step1
Step 2
Step 3
Step 4
Step 5

The Wi-Fi timer function helps you manage the time you and your family spend online.
When the timer is enabled, family members will only be able to access the Internet
during set time periods.

Go to Tools > Parental Control

User can select time duration of recruiting internet access

Repeats help user to configure the blocking is to be repeated on selected days
Enable on Device will block the internet access on check devices

Click and configure settings according to your needs

-—End

@@ HUAWEI Language~ | ™ [3

[ 1=]
o8 Tools

Statistics Parental Control

Parental Control allows you to manage website access and time limits for family members, ensuring a safe
Internet environment for your family (especially minors).
Mote: When the start time is later than the end time, Parental Control will be set to multi-day mode.

Parental Control

(?) Help

‘Website filtering helps you resfrict and filter which websites your family members can access when they are
online.
'Web Filter

Internet Access Time Control +

Device Name Internet Access Permitted Operation

Figure 49 Parental Control Settings
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Internet Access Time Control

Enable on selected

. | BAD4717106(D0:E0:4C:43:12:8F)[This device]
devices

| HUAWEI_Mate_20_Pro_(__(7C 7668 48:D9:39)

Cancel

Figure 50 Internet Access Time Control
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3.12 System Management

3.12.1 Viewing the device's Information

This section describes how to view the information about the device.

Procedure
Step1 Choose Advanced > System > Device Information
Step 2 View the device's information
----End

> Home: tings =W tings &% Devices 88 Tools {&rAavanced

ALl & Device Information
Updates

Device name H112-370
Router -

Serial number TIKTN19818000015
Security -

MEI 857206040482098
System -

Mst 228021504748483

Device Information

My number Unknown
Restart

Hardware version WLIHTIZH VerA
Reset .

Software version 10.0.1.1(H125P3C154)
One-clck Check Web Ul version WEBUI 10.0.1.1(W2SPC154)
Diagnosis Configuration file version ~ H112-370-CUST 8.0.1.2(C154)
Modify Password LAN MAC address. FC:AB:90:91:62:01
PIN Code Management WAN P Address 100.7164.252
Time Settings. WAN PyS Address Unknown
System Seflings CELL D 20743040

RSRQ -10.008

RSRP -88dBm

RSS! <=-1130Bm

SR 308

Wireless fransmit power  PPusch:1dBm PPucch:0dBm PSrs:0dBm
PPrach:0dBm

Uplink mod/demod of MCS  mesUpCarriert:28

Boymink modidemod of - csownCarriertCoded 4

mesDownCarrieriCodet:3

PLMN 22802

Refresh

Figure 51 Device Information
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3.12.2 Switching Between Languages
This section describes how to switch between the Sunrise Internet Box 5G's user
interface languages.
Procedure
Step 1 Click the drop-down list in upper right corner of the page.

Step 2 From the language drop-down list, select the desired language.

—E

A% HuawEl Languege | N 3
. . _ s -~ Deutsch
{rHome @ Network Settings 2 Wi-Fi Settings & Devices
. - - - English
taliano
i Frangais
WI-Fi = Device Information
Updates
Device name H112-370
Router a
Serial number TJKTN19818000015
Security -
IMEI B857206040482058
System -
IMSI 228021504748483
Device Information
My number Unknown
Restart
Hardware version WLTH112M Ver A
Reset
Software version 10.0.1.1(H3125P3C154)
One-clek Chack Veb Ul version VWEBUI10.0.1.1(V2SPEC154)
EEies Configuration file version  H112-370-CUST 8.0.1.2(C154)
Modify Password LAN MAC address FC:AB:90:91:62:01
PIN Code Management WAN IP Address 100.71.84.252
Time Settings WAN IPvE Address Unknown
System Settings. CELL_ID 20743840
RSRQ -10.0dB
RSRP -88dBm
RSSI <=-113dBm
SINR 3dB

Wireless transmit power  PPusch:1dBm PPucch:0dBm PSrs:0dBm
FPrach.0dBm

Uplink mod/demod of MCS  mesUpCarrier1:28

Downlink modidemod of 1 ongwnCarriert Code0:d

mesDownCarrier1Code:3

Figure 52 Language Settings
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3.12.3 Changing the Password

To prevent unauthorized access to the management page, change the login

password.

Procedure

Step1 Choose Advanced > System > Modify Password

Step 2 Enter the current password

Step 3 Enter a new password and confirm it

Note

Q The password can only contain numbers, letters, and symbols (English characters only).

Step 4 Click Save
----End

M2 HuAwE!

Language~ | P~ [ 3%

@ Advanced

Wi-Fi
Updates
Router
Security
VolP
System
Device Information
Restart
Reset
One-click Check
Dizgnosis

Modify Password

PIN Code Management

Time Settings

System Settings

Modify Password

Changing the login password frequently prevents unauthorized users from medifying configurations.

Current password

New password

Letters + numbers recommended Rules

Confirm password

Figure 53 Changing the Password
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3.12.4 Restoring Default Settings

After you restore the Sunrise Internet Box 5G to its default settings, your personal
information will be deleted, and parameters will be restored to their default values.
Procedure
Step1 Choose Advanced > System > Reset
Step 2 Click Reset
----End

@@ HUAWEI Language- | P [=

2 Wi-Fi Settings &% Devices £} Advanced

Wi-Fi - Reset
All configurations will be restored to factory settings. Please proceed with caution
Updates
Router -
Security - Reset
VolP -
System -

Device Information
Restart

Reset

One-click Check
Diagnosis

Modify Password

PIN Code Management
Time Settings

System Seffings

Figure 54 Restoring Default Settings
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3.12.5 Rebooting the Sunrise Internet Box 5G

This section describes how to reboot the Sunrise Internet Box 5G.

Procedure
Step1 Choose Advanced > System > Restart
Step 2 Click Restart
----End

@@ HUAWEI Language- | T [3

= Wi-Fi Settings oo Tools {é} Advanced

Wi-Fi - Restart

Clicking on the button below will restart the router.
Updates
Router -
Security a Restart
VolP -
System -

Cevice Information
Restart

Reset

One-click Check
Diagnosis

Modify Password

PIN Code Management
Time Settings

System Setlings

Figure 55 Rebooting the Sunrise Internet Box 5G
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3.12.6 Diagnosing Network Connection Exceptions

If the Sunrise Internet Box 5G cannot connect to the Internet, use the diagnostics
tools to identify the possible causes.

Performing a Ping Test

If the Sunrise Internet Box 5G cannot connect to the Internet, perform a ping test to
identify the possible causes.

Procedure
Step1 Choose Advanced > System > Diagnosis
Step 2 Select Ping from the Diagnosis method drop-down list box

Step 3 In the Destination IP address/domain name text box, enter the IP address or
domain name, for example www.google.com

Step 4 Set Timeout period
Step 5 Click Diagnosis
The diagnostics results are displayed in the Result area on the bottom of the page.

——End

g@HUAWEl Language- | I~ [3

[;?H-:::me D Net ettings 2 Wi-Fi Settings &% Devices 83 Tools @Advam:ed

Wi-Fi - Diagnaosis
Ping and traceroute can help you check the network connection status quickly.
Updates
Router £ Diagnosis method Ping =
S = Destination IP
address/domain name
VolP -
Timeout period 4
System v
Device Information
Diagnosis
Restart
Reset
One-click Check
Diagnosis
Modify Password

PIN Code Management
Time Settings

System Settings

Figure 56 Ping Test
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Performing a Traceroute Test

Procedure
Step1
Step 2
Step 3

Step 4
Step 5

If the Sunrise Internet Box 5G cannot connect to the Internet, perform a traceroute
test to identify the possible causes.

Choose Advanced > System > Diagnosis

Select Traceroute from the Diaghosis method drop-down list box

In the Destination IP address/domain name text box, enter the IP address or
domain name, for example 8.8.8.8 or www.google.com

Set Maximum hops and Timeout period

Click Diagnosis

The diagnostics results are displayed in the Result area on the bottom of the page.

——End

A% HUAWEI

'L;]_ Home @ Netw

Wi-Fi
Updates
Router
Security
VolP
System
Device Information
Restart
Reset
One-click Check
Diagnosis

Modify Password

PIN Code Management

Time Settings

System Settings

Language~ | T~ [

2 Wi-Fi Settings &5 Devices B2 Tools {8} Advanced

Diagnosis
Ping and traceroute can help you check the network connection status quickly.

Diagnosis method Traceroute v
Deestination IP

address/domain name

Maximum hops 30

Timeout peried 4

Diagnosis

Figure 57 Traceroute Test
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3.12.7 System logs

Logs record user operations and key running events.

Procedure

Step1 Choose Advanced > System > System Settings

Step 2 Select the corresponding log level from the Display type drop-down list

Step 3 Select the corresponding log level from the Display level drop-down list

Note

Q All logs are displayed in the output box.

-—End

{&} Advanced

Wi-Fi

Updates

Router

Security

WVolP

System
Device Information
Restart
Reset
One-click Check
Diagnosis
Modify Password
PIN Code Management
Time Settings

System Settings

System Settings

Linke «©
Routers that support Link+ can be linked together to form one large roaming network. When

connected, they will share the Wi-Fi name, password, device login password, Wi-Fi blocklist and

trustlist, time zone, and auto-update settings of the main router_ If the main router's settings are

changed, they will be synced to all routers in the network_

Now you can easily move around while staying connected

Enabling Link+ will also enable the UPnP function. Please restart your router to ensure Link+
functions cormectly.

Indicator light

Set a period of time for the indicator to be off

Scheduled restart a
System restart period:01:00 - 05:00(The system will check whether it needs to restart every 7 days).

Critical update settings a
Allows your router to automatically install critical updates.

Online updates D

Updates do not require logging in

Antenna Settings Expand

Pleass only use external antennas provided by your ISP, Avoid using other third-party antennas as
they may not work as well, Additional antennas can be purchased from your ISF,

System Logs Expand

Logs record user operations and device errors.
Note: Logs are in the format of "Time-Type-Level-Content”

Figure 58 System Logs
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3.12.8 Setting the Antenna Type

This topic describes how to set the antenna type.

Procedure
Step1
Step 2
Step 3

Choose Advanced > System > System Settings

Select the antenna type from the drop-down list (Auto, Internal, External, Mix)

Click Save

—End

Wi-Fi

Updates

Router

Security

VolP

System
Device Information
Restart
Reset
One-click Check
Diagnosis
Modify Password
PIN Code Management
Time Settings

System Settings

System Settings

. e (o)
Routers that support Link+ can be linked together to form one large roaming network. When
connected, they will share the Wi-Fi name, password, device login password, Wi-Fi blocklist and
- trustlist, time zone, and auto-update settings of the main router. If the main router’s settings are
changed, they will be synced to all routers in the network.
Now you can easily move around while staying connected

Enabling Link+ will also enable the UPnP function. Please restart your router to ensure Link+
functions correctly.

Indicator light
Set a period of time for the indicator to be off.

Scheduled restart [ @]

System restart period:01:00 - 05:00(The system will check whether it needs to restart every 7 days).

Critical update settings [ @]

Allows your router to automatically install critical updates.

Online updates ()

Updates do not require logging in

Antenna Settings Expand

Please only use external antennas provided by your ISP, Avoid using other third-party antennas as
they may not work as well, Additional antennas can be purchased from your ISP.

System Logs Expand

Logs record user operations and device errors.
Note: Logs are in the format of "Time-Type-Level-Content”.

Figure 59 Antenna Settings
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3.12.9 Update Settings* (not supported Sunrise service)

Note: This function is not recommended nor supported by Sunrise

Once this feature is enabled, you will be able to perform an online update without
logging in to the configuration management page.

Context

e The update without login feature is enabled by default on all software versions
that support this feature.

e Once enabled, all Wi-Fi users connected to Sunrise Internet Box 5G can update
the device without logging in. If you do not wish to let other users perform an
update, it is recommended that you disable this feature to avoid security risks.

Procedure

Step1 Choose Advanced > System > System Settings

Step 2 Select Online updates

——End

"z
(4

HUAWEI

{3 Home @N

Language~ | N [3

{8} Advanced

Wi-Fi

Updates

Router

Security

VolP

System
Device Information
Restart
Reset
One-click Check
Diagnosis
Madify Password
PIN Code Management
Time Settings

System Settings

System Settings

Link+ [ @]
Routers that support Link+ can be linked together to form one large roaming network. When

connected, they will share the Wi-Fi name, password, device login password, Wi-Fi blocklist and

trustlist, ime zone, and auto-update setfings of the main router. If the main router’s settings are

changed, they will be synced to all routers in the network.

Now you can easily move around while staying connecied

Enabling Link+ will also enable the UPnP function. Please restart your router to ensure Link+
functions comrectly.

Indicator light

Set a period of time for the indicator to be off.

Scheduled restart [ @]

System restart period:01:00 - 05:00(The system will check whether it needs to restart every 7 days).

Critical update settings [ @]

Allows your router to autematically install critical updates.

Online updates Q

Updates do not require logging in

Figure 60 Online update
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3.12.10 Scheduled restart

You can set the system to restart within the specified time period.

Procedure
Step1 Choose Advanced > System > System Settings
Step 2 Select the Scheduled restart check box
----End

§@HUAWEI Language~ | P [ 3%

Wi-Fi - System Settings

Updates

Router - Link+ c

Routers that support Link+ can be linked together to form one large roaming network. When
. connected, they will share the Wi-Fi name, password, device login password, Wi-Fi blocklist and

Secunly - trustlist, ime zone, and auto-update settings of the main router. If the main router’s settings are
changed, they will be synced to all routers in the network_
Now you can easily move around while staying connected

VolP -
Enabling Link+ will also enable the UPnP function. Please restart your router to ensure Link+
functions cormectly.

System A

Device Information ) N
Indicator light

Restart Set a period of time for the indicator to be off

Reset

Scheduled restart [ @)

One-click Check
System restart period-01-00 - 05:00(The system will check whether it needs to restart every 7 days).

Diagnosis

Modify Fassword Critical update settings ‘)

Allows your router to automatically install eritical updates
PIN Code Management

Time Settings

Online updates c

System Settings Updates do not require logging in

Figure 61 Scheduled restart
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3.12.11 Enabling Link+* (not supported Sunrise service)

Note: configuration and potential issues related to Link+ are not part of Sunrise
Customer Services support

Link+ enables interconnection between devices.

Procedure
Step1 Choose Advanced > System > System Settings
Step 2 Enable Link+
----End

ébHUAWEl Language~ | /N [ 3%

83 Tools @Advanced

Wi-Fi - System Settings

Updates

Router - Link= O

Routers that support Link+ can be linked together to form one large roaming network. When

) TS T, ey W SHTaTe e W= T=me, —UEVICE 10T PSS WOTY, WY TOT RIS =T
Secum}‘ e trustlist, fime zone, and auto-update settings of the main router. If the main router's settings are
changed, they will be synced to all routers in the network.

Now you can easily move around while staying connected.

VolP -
Enabling Link+ will also enable the UPnP function. Please restart your router to ensure Link+
functions correcty.

System v

Device Information .
Indicator light

Restart Set a period of time for the indicator to be off.

Reset

Seheduled restart [ @)

System restart period:01:00 - 05:00({The system wil check whether it needs to restart every 7 days).

One-click Check
Diagnosis

Madify Password Critical update seftings O

Allows your router to automatically install critical updates.
PIN Code Management

Time Settings

Online updates O

System Settings Updates do not require logging in

Figure 62 Link+
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3.13 Configuring Time Services
3.13.1 Enabling SNTP

Enable SNTP (Simple Network Time Protocol) to sync the Sunrise Internet Box 5G
to the server time.
Procedure

Step1 Go to Advanced > System > Time Settings

Step 2 Enable SNTP

Step 3 Select Primary NTP server, the preferred server to sync to

Step 4 Select Primary NTP server, the alternative server to sync to

Step 5 Select Local time zone

Step 6 Click Save
----End

@%HUAWEI Language~ | PN [B 3t

@ Network Settings 2 Wi-Fi Settings ,:ﬂg Devices 29 Tools @Advanced

Wi-Fi a

Time Settings
The time settings will synchronize the router with the network time to ensure time accuracy on your router.
Updates
Roliter - Current time 2019-09-22 17:09:32
Securi -
b Enable SNTP o
System -
Primary NTP server time sunrise.net v
Device Information
Restart Secondary NTP server ntp.nasa.gov v
Reset Local time zone (GMT+01:00) Amsterdam, B.. -

Select a correct local time zone
One-click Check

Diagnosis
Save

Modify Password

PIN Code Management

Figure 63 Time Settings
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4 FAQ/Troubleshooting

4.1 General FAQ

4.1.1 What devices can be connected to the LAN port? What is
the maximum data transmission rate?

e The LAN port can connect to computers, printers, TV boxes, and other devices
that can connect to the Internet.

e The maximum data transmission rate is 1Gbps.

4.1.2 What is the input voltage range of my Sunrise Internet Box
5G?

The input voltage range of your Sunrise Internet Box 5G is 90 VAC to 264 VAC.

4.1.3 What's the coverage area of my Sunrise Internet Box 5G's
Wi-Fi network?

Your Sunrise Internet Box 5G meets the Wi-Fi coverage requirements for most home
usage scenarios. The actual coverage effect depends on the placement of your
Sunrise Internet Box 5G, the structure of your home, and the level of Wi-Fi
interference.

If there are multiple Wi-Fi signals nearby, set your Sunrise Internet Box 5G to a
channel with less interference.

4.1.4 How many connections does the Sunrise Internet Box 5G
support?
®  You can connect directly up to 2 devices to the Sunrise Internet Box 5G using

the LAN port.
Note: more devices can be connected over switch connected to LAN port.

®  You can connect up to 32 devices to Wi-Fi network, however Sunrise
recommends not to connect more than 15 devices simultaneously

4.1.5 What is the daily power consumption of my Sunrise
Internet Box 5G?

Under normal circumstances, Sunrise Internet Box 5G's daily power consumption
should be between 0.2 kWh and 0.4 kWh.
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4.1.6 Why does the Sunrise Internet Box 5G become hot after a
while? Does that affect the usage?

Sunrise Internet Box 5G's surface temperature may rise after it has been working for
a long time, but its temperature won't differ more than 30°C from the indoor
temperature. This is normal and does not indicate an issue with Sunrise Internet Box
5G. It is recommended that you unplug Sunrise Internet Box 5G when it is not in use.
You can then re-plug it in when you need to use it again.

4.1.7 What does the HI/WPS button do?

You can use the Hi/WPS button to enable WPS function. The Hi/WPS button allows
you to connect smart home devices that support WPS to the Wi-Fi network of the
Sunrise Internet Box 5G with a single button press in order to build a distributed
smart home network with automatic hotspot switching and wider signal coverage.

ﬁ
WPS: When the indicator * is steady on, press the Sunrise Internet Box 5G
Hi/WPS button for 5 seconds and within two minutes press WPS button on other
Wi-Fi device (for example, your printer) to enable the standard WPS negotiation
and connect the Wi-Fi device to the Wi-Fi network of the Sunrise Internet Box
5G.

Apple Devices are not supporting WPS

4.1.8 What does an external antenna port do?

The external antenna port of your Sunrise Internet Box 5G is used to connect the
external antenna (optional) to improve signal reception.

Note

Generally, the Sunrise Internet Box 5G's built-in antenna is enough to provide adequate signal
strength and there is no need to connect an external antenna using this port.

You must use antennas that are compatible with your Sunrise Internet Box 5G.
Contact your device supplier before purchasing external antennas.

4.1.9 What different setup and management methods are there?

When the Sunrise Internet Box 5G is connected to a device, use the device browser
to log in to the web-based management page (http://192.168.8.1).
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4.1.10 How do | check the product version?

1. Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or connect
the computer to the Sunrise Internet Box 5G's LAN port using an Ethernet cable).
Open your Internet browser. Enter 192.168.8.1 in your browser address bar and log in
to your Sunrise Internet Box 5G's web-based management page

2. Go to Advanced > System > Device Information to check the product version

{8} Advanced

Wi-Fi
Updates
Router
Security
System
Device Information
Restart
Reset
One-click Check
Diagnosis.
Modify Password
PIN Code Management
Time Settings

System Settings

Device Information

Device name
Serial number

IMEL

[IE]

My number

Hardwrare version
Software version

Web Ul version
Configuration fie version
LAN MAC address.
WAN P Address

VAN PVE Address
CELLID

ASRQ

RSRP

RSSI

SINR

ireless transmit power

Uplink mod/demod of MCS

Downlink mod/demod of
Mes

PLMN

H112-370

TIKTN19618000015

B57208040432088

223021504748433

Unknown

WLTHT1ZM VerA

10.0.1.1(H3128P3C154)

WEBUI 10.0.1.1(W2SPBC154)

H112-370-CUST 8.0.1.2(C154)

FCAB:90:91:62:01

100.71.64.252

Unknown

20743840

-10.0d8

-89dBm

<=-113dBm

B

PPusch:1dBm PPucch:0dBm PSrs:0dBm

PPrach:0dBm

mesUpCarrier! 28

mesDownCarrier1Coded:4
mesDownCarrier1Code1:3

22802

Refresh

-—End

Figure 64 Device Information

4.1.11 Are online updates supported?

Sunrise does not support nor recommend to perform online not manual update of
Sunrise Internet Box 5G
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4.1.12 How do | restore the Sunrise Internet Box 5G to its
factory settings?

Method 1: Power on the Sunrise Internet Box 5G and use a sharp-pointed object (for
example a needle) to press and hold the reset hole. Release when the Power
indicator blinks. After the Sunrise Internet Box 5G has restarted, it is restored to its
factory settings.

Method 2: Log in to the web-based management page and choose Advanced >
System > Reset and click the Reset button.

$2 Huawe tgige- | O N S

£ Home & Network 2 Wi-Fi Settings % Devices 83 Tools {&} Advanced

Settings

Wi-Fi - Reset

All configurations will be restored to factory settings. Please proceed with caution
Updates

Router -

Reset

Security -

.

Device Information

Restart

Diagnosis

Modify Password

PIN Code Management
Time Settings

System Settings

Figure 65 Reset Sunrise Internet Box 5G
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4.1.13 How do | modify my login password?

1.Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or connect
the computer to the Sunrise Internet Box 5G's LAN port using an Ethernet cable).
Open your Internet browser. Enter 192.168.8.1 in your browser address bar and log in
to your Sunrise Internet Box 5G's web-based management page

2. Choose Advanced > System > Modify Password. Enter the current password,
the new password and confirm the new password and then click Save

g@ HUAWEI Language - (OO

FANGETT e Neﬁ«:ork 2 Wi-Fi Settings 4% Devices 22 Tools {} Advanced
Settings

Wi-Fi - Modify Password
Changing the login password frequently prevents unauthorized users from modifying configurations.
Updates
Router e Current password
SSCUIty v New password
System . Lefters + numbers recommended Rules
Device Information Confirm password

Restart

Reset

Diagnosis

Modify Password
PIN Code Management
Time Settings

System Settings

Figure 66 Modify password

——End

4.1.14 Clients Cannot Access the Internet Properly

Procedure
Step1 Check that clients are connected to the Sunrise Internet Box 5G properly
Step 2 Check that the Sunrise Internet Box 5G is powered on properly

Step 3 Check that the Sunrise Internet Box 5G is in a location covered by communication
networks and that the signal strength is strong

Step 4 Contact your service provider if the problem persists

—End
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4.1.15 Clients Cannot Access the Wi-Fi Properly

Procedure

Step1 Check whether there are potential interference sources or shielding objects near the
Sunrise Internet Box 5G. If any, adjust the placement of the Sunrise Internet Box
5G

Step 2 Check and record the settings of the following parameters on the clients and the
Sunrise Internet Box 5G: Wi-Fi name (SSID), Security mode, and security key. The
service set identifier (SSID) of the clients must be set to ANY or be same as that set
on the Sunrise Internet Box 5G. The encryption mode and the security key on the
clients must match those set on the Sunrise Internet Box 5G. Otherwise, change the
settings on the clients

Step 3 If the Media Access Control (MAC) address filtering in the wireless local area network
(Wi-Fi) is enabled on the Sunrise Internet Box 5G, check that the MAC address of
the client is not in the Block list

——End

4.1.16 Wi-Fi Key Is Forgotten

e Loginto the management page and obtain the current Wi-Fi key

e Restore the default settings. Check the relevant label on the Sunrise Internet
Box 5G to obtain the default Wi-Fi key

4.1.17 Multi-Network IP Address Conflict Occurs

When multiple types of Internet connections are used simultaneously on the client,
such as physical network adapter and Wi-Fi, inserting the Sunrise Internet Box 5G
into the client may result in IP address conflict across multiple networks.

Solution: Disable other network devices or disconnect other Internet connections from
the client, and then restart Sunrise Internet Box 5G.

4.1.18 What Can | Do If the Icons That Indicate No Signals and
No Service Are Displayed?

Procedure
Step1 Check that the Sunrise Internet Box 5G is in an area with good reception

Step 2 Check that you have subscribed to network services and that there is no outstanding
balance

Step 3 Contact your service provider if the problem persists

-—End
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4.2 Wi-Fi settings

4.2.1 How do | check or change the Wi-Fi password?

Method 1: Check on the Sunrise Internet Box 5G's nameplate

Method 2: Check and modify on the Sunrise Internet Box 5G's web-based
management page

1. Connect your computer to the Sunrise Internet Box 5G's (connect the computer to
the Sunrise Internet Box 5G's LAN port using an Ethernet cable). Open your Internet
browser. Enter 192.168.8.1 in your browser address bar and log in to your Sunrise
Internet Box 5G's web-based management page

2. Choose Wi-Fi Settings > Wi-Fi Basic Settings to check the current SSID and
password. To modify the SSID and password, enter the new SSID and password and
then click Save

A} Home @ Network Settings 2 Wi-Fi Settings &% Devices 83 Tools {6} Advanced

Wi-Fi Basic Settings Wi-Fi Basic Settings

Guest Wi-Fi

5 GHz preferred e

The 2.4 GHz and 5 GHz signals are combined and
displayed as one. The faster § GHz network is
preferred when their signal strength is equal. Turn off
this switch to use them separately

WiFi aQ

WiFi name (SSID) HUAWEI_H112_B085

Securty mode WPA2 PSK .
WI-Fi password sessnses =

More Wi-Fi Settings

Figure 67 Wi-Fi Password Settings

——End
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4.2.2 How do | hide or stop hiding the Wi-Fi SSID?

1. Connect your computer to the Sunrise Internet Box 5G's LAN port using an
Ethernet cable). Open your Internet browser. Enter 192.168.8.1 in your browser
address bar and log in to your Sunrise Internet Box 5G's web-based management
page

2. Choose Advanced > Wi-Fi > Wi-Fi Security Settings. Click /- next to the SSID

4~ Home @ Network Settings = Wi-Fi Settings &% Devices 88 Tools {8} Advanced

Wi-Fi v Wi-Fi Security Settings

WI-Fi Advanced Settings You can do more security settings for Wi-Fi to ensure data security on your wireless network.

(2) Help
Wi-Fi Security Settings
Wi-Fi MAC Fiter
2.4 GHz Wi-Fi
Wi-Fi WPS
Wi-Fi name (SSID) Security mode Status Options
Updates
HUAWEI_H112_B085 WPA2-PSK s
Router -
. HUAWEI_H112_B085_S1 WPA2-PSK .
Security -
VolP -
System N 5 GHz Wi-Fi
Wi-Fi name (SSID) Security mode Status Options
HUAWEI_H112_B085 WPAZ-PSK A

Figure 68 Wi-Fi SSID
3. Check the Hide Wi-Fi and then click Save.

4R} Home @ Network Settings 2 Wi-Fi Settings &% Devices 85 Tools {3} Advanced

Wi-Fi h Wi-Fi Security Settings

Wi-Fi Advanced Settings You can do more security settings for Wi-Fi to ensure data security on your wireless network.

() Help
Wi-Fi Security Settings
Wi-Fi MAC Filter
< Back
Wi-Fi WPS
Updates Wi-Fi name (SSID) HUAWEI_H112_B085
Router -
Security mode WPA2-PSK -~
Security -
Wi-Fi password CITTTTT) &
VoIP -
System - Hide Wi-Fi

When enabled, you must enter the correct Wi-Fi
name of the network you would like to connect to
Note that Wi-Fi WPS will be unavailable.

Save

Figure 69 Hide Wi-Fi SSID
----End

To stop hiding the SSID, uncheck the Hide Wi-Fi and then click Save.
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4.2.3 How do | create a Wi-Fi blacklist or whitelist?

Based on your needs, you can set your Sunrise Internet Box 5G's Wi-Fi to either
Blacklist or Whitelist mode by enabling Wi-Fi MAC Filter. In Blacklist mode, devices
in the list will not be able to access your wireless network. In Whitelist mode, only
listed devices will be able to access your wireless network. Setting up a blacklist or
whitelist will not only enhance the security of your wireless network, but also limit the
access of unwanted users, even if they know your Wi-Fi name and password

1. Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or connect
the computer to the Sunrise Internet Box 5G's LAN port using an Ethernet cable).
Open your Internet browser. Enter 192.168.8.1 in your browser address bar and log in
to your Sunrise Internet Box 5G's web-based management page

2. Go to Advanced > Wi-Fi MAC Filter. Enable Wi-Fi MAC Filter. Set the Sunrise
Internet Box 5G to Blacklist (block access from devices in the list) or Whitelist (only
allow access to devices in the list) mode according to your needs

3. Select Block or Allow in the Filter mode section. Click + to add your desired
Wi-Fi devices to the list and then click Save

gg HUAWEI Language ~ Q /]\ E

& Network = Wi-Fi Settings 4% Devices 80 Tools {3} Advanced

Settings

Wi-Fi a Wi-Fi MAC Filter

Set the Wi-Fi MAC Filter to allow or block a device from accessing your router through Wi-Fi
Wi-Fi Advanced Settings

(PHelp

Wi-Fi Security Settings N

Wi-Fi MAC Fil

WiFi WPS Wi-Fi MAC Filter ()
Updates Filier mode Allow © Block
Router -

) Wi-Fi MAC Address List
Security -
Serial Number Device Name MAC address Options

System -

[~ ]

Figure 70 Wi-Fi blacklist/whitelist

Note

Q Once the devices are added, they will appear in the Wi-Fi MAC Address List.

-—End

To disable Blacklist or Whitelist mode, click the Wi-Fi MAC Filter switch.
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4.2.4 How do | set parental controls on my Sunrise Internet Box
5G?

Your Sunrise Internet Box 5G supports parental controls that allow you to limit your
child's Internet access.

e  Connect your computer to the Wi-Fi network of your Sunrise Internet Box 5G, or
to the LAN port on the Sunrise Internet Box 5G using an Ethernet cable. Open a
browser, enter 192.168.8.1 in the address bar, and then enter the password to
access your Sunrise Internet Box 5G's web-based management page

e Goto Tools > Parental Control and click +
82 Huawe e~ | O N 3

{n} Home ® NE:;""D"K Fi Settings 42 Devices 80 Tools {&} Advanced
Settings

SMsS - Parental Control

Parental Control allows you to manage website access and time limits for family members, ensuring a safe
Internet environment for your family (especially minors).

Note: When the start time is later than the end time, Parental Control will be set to multi-day mode.
Parental Control
(@) Help

Website filtering helps you restrict and filter which websites your family members can access when they are
online.
Web Filter

Statistics

Internet Access Time Control

Device Name Internet Access Permitted Operation

Figure 71 Parental Control

e Select the time, week, and device name you want to add parental controls for,
and click Confirm.

r

Internet Access Time Control

Time 02 - 00 - to 03 - : 0o v

Repeats ¥ Mon Tue Wed Thu Fri Sat

Enable on selected

devices Honor_7X(B0:E1:TE:37:7C:FC)

A1T1215943K(F8:94:C2:D4.FO:B2)
W00342864-ZR(00:ED:4C:22:15:30)[This device]

BAD4840868-A(EC17:2F.FD:43:9F)

Cancel Confirm

Figure 72 Internet Access Time Control
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4.2.5 How can | use WPS PBC to connect a device to my
Sunrise Internet Box 5G's Wi-Fi network?

Page 97

With WPS PBC, you can enjoy fast, secure Wi-Fi connections without the need to
manually enter a Wi-Fi password. The information in this section is based on
establishing WPS connections between smart phones (except apple devices) and
Sunrise Internet Box 5G’s.

Note

Q The WPS feature on your Sunrise Internet Box 5G can only be used if your Wi-Fi device has a

WPS button. This WPS button can be a hardware button which is part of your device's
hardware. It can also be a virtual button included in your device software (for example, it could
be a virtual button in your phone's WPS app). Apple devices do not currently support WPS. For
instructions on how to set up a WPS connection for devices other than HUAWEI phones,
consult the accompanying user guide for your device.

Method 1: Using the Hi/WPS button

1. On your phone, go to Settings > Wi-Fi > Advanced Settings > WPS Connection
(exact steps may vary with different phones).

2. Within 2 minutes, press the HI button on your Sunrise Internet Box 5G for 2
seconds and then release. Afterwards, the Wi-Fi indicator should start to quickly flash.

China Unicor me @Y @ . 100% - 16.01
< Advanced WLAN
WLAN SETTINGS
WLAN security check
Veough Pone kgt s outroooractss | O

urity risks

CERTIFICATE MANAGEMENT \\ /(
Install certificates j j‘ (

WPS CONNECTION

saved networks that po:

WPS connection

WPS

WPS PIN connection

WPS connection

Press the WLAN Protected Setup button on your
router. It may be called "WPS" or contain this symbol

o

CANCEL

Figure 73 Hi/WPS button

When the phone is connected to the Sunrise Internet Box 5G's Wi-Fi, the Sunrise
Internet Box 5G's Wi-Fi indicator will turn from flashing to steadily lit. You do not need
to select a Wi-Fi network or enter a password.

——End
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Method 2: Using the web-based management page

1. On your phone, go to Settings > WLAN > Advanced Settings > WPS
Connection (exact steps may vary with different phones).

2. Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or
connect the computer to the Sunrise Internet Box 5G's LAN port using an
Ethernet cable). Open your Internet browser. Enter 192.168.8.1 in your browser
address bar and log in to your Sunrise Internet Box 5G's web-based
management page.

3. Go to Advanced > Wi-Fi > Wi-Fi WPS. Check the PBC Connect button. The

Wi-Fi indicator should start to flash white quickly (exact light colour may vary with
different Sunrise Internet Box 5G’s). When the phone is connected to the
Sunrise Internet Box 5G's Wi-Fi, the Sunrise Internet Box 5G's Wi-Fi indicator
will turn from flashing to steadily lit.

“ HUAWEI tanguage~ | O N [3

() Home & 2 WI-Fl Settings % Devices 82 Tools {&} Advanced

WI-Fi - Wi-Fi WPS
Wi-FI Advanced Settings
Wi-Fi Secunity Settings
Wi-FI MAC Filer
E " O
Updates
P Method 1
Router - Press the WPS button on the device, and click the PBC Connect button within 2 minutes to connect to WA-Fi
Security -
System -

Figure 74 Wi-Fi WPS connection trough PBS
----End

4.2.6 How can | use WPS PIN to connect a device to my Sunrise
Internet Box 5G's Wi-Fi network?

Page 98

You can connect a device to your Sunrise Internet Box 5G's Wi-Fi either using STA
PIN or AP PIN.

Method 1: Using STA PIN

On your Sunrise Internet Box 5G's web-based management page, enter your device
PIN code to securely connect it to the Sunrise Internet Box 5G's Wi-Fi network:

1. On your phone, go to Settings > WLAN > Advanced Settings > WPS PIN
Connection (exact steps may vary with different phones).

2. On the Sunrise Internet Box 5G's web Ul, go to Advanced > Wi-Fi > Wi-Fi
WPS.

3. Enter the device PIN in the text box, and click Connect.

For detailed information see user manual section 3.9.6

Sunrise Internet Box 5G User Manual



—End
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Method 2: Using AP PIN

4.

Open the app on your device and enter your Sunrise Internet Box 5G's PIN
code to securely connect the device to the Sunrise Internet Box 5G's Wi-Fi
network. This method is generally supported on PCs or laptops with a wireless
network adapter, but not supported on phones.

On the Sunrise Internet Box 5G's web Ul, go to Advanced > Wi-Fi > Wi-Fi
WPS.
Enable / generate the PIN

Open the network settings on your PC, and enable Current PIN (exact operation
may vary with different PCs).

Enter the PIN to your device to start a connection.

For detailed information see user manual section 3.9.6

-—End

4.2.7 How do | view the connected device information?
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1.

Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or
connect the computer to the Sunrise Internet Box 5G's LAN port using an
Ethernet cable). Open your Internet browser. Enter 192.168.8.1 in your browser
address bar and log in to your Sunrise Internet Box 5G's web-based
management page.

Go to Devices. From Online Devices list, you can view the connected device
information such as IP address, name, and MAC address. From the Offline
Devices list, you can also view disconnected devices that were once connected.

&2 Huawel gz~ | O A B

4 Home @ Network = Wi-Fi Settings & Devices 29 Tools {5} Advanced

Settings

Online Devices Internet Access

P5050TWP :
My device
0 day 0 hour 10 minute

iPhone

000

0 day 0 hour 2 minute Q

testabc

0 day 0 hour 6 minute Q
Offline Devices

DESKTOP-DUPOD1S mj ()

1234567890qwertyuiqwertyuiwertyuiwertyuertyuiwertyuiweruiwertyu @ Q

Figure 75 Devices Management

-—End
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4.2.8 How do | check for Wi-Fi squatters?

If you experience a sudden slowdown in your Internet connection during normal use,
you should check for Wi-Fi squatters.

1. Connect your computer to Sunrise Internet Box 5G, or to the LAN port on the
Sunrise Internet Box 5G using an Ethernet cable. Open a browser, enter
192.168.8.1 in the address bar, and then enter the password to access your
Sunrise Internet Box 5G's web-based management page.

2. Select Device. In the Online devices list, you can view information such as the
IP address, host name, and MAC address of connected devices to check whether
there are any Wi-Fi squatters. For example, if you know that there should only be
one phone connected to your Sunrise Internet Box 5G, but there are two
devices in the list, it indicates that someone is using your Sunrise Internet Box
5G's Wi-Fi network without your permission.

——End

4.3 Internet Configuration

4.3.1 How do | create a new profile list?

By creating a new profile, Sunrise Internet Box 5G can connect wirelessly to the
Internet through Dial-up.

1. Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or
connect the computer to the Sunrise Internet Box 5G's LAN port using an Ethernet
cable). Open your Internet browser. Enter 192.168.8.1 in your browser address bar
and log in to your Sunrise Internet Box 5G's web-based management page.

2. Go to Network Settings > Mobile Network > Internet Connection and click “+".

g@ HUAWEI Language ~ O /I\ E):

4 Home @ Network -z Wi-Fi Settings 4% Devices 83 Tools {5} Advanced

Settings

Mobile Network - Internet Connection
The Access Point Name (APN) is the name for the settings your device reads to set up a connection to the
gateway between your carrier's cellular network and the public Internet. Most of the time, your device already
} has these settings in the system files, and can fill in the APN information automatically when it connects. If the
WMobile Network Searching APN can't connect to the Internet automatically, you can change the APN manually
Ethernet -
Mobile data a

Data roaming

APN List

Auto(default)

Figure 76 Internet Connection (APN)
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3. Enter the network configuration information and click Save.

Profile Management

Profile name

Set as Default Profile

User name

Password

Cancel

Figure 77 Internet Connection Profile Management

——End
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4.3.2 How do | set a data usage limit?

1. Connect your computer to the Sunrise Internet Box 5G's Wi-Fi network (or
connect the computer to the Sunrise Internet Box 5G's LAN port using an Ethernet
cable). Open your Internet browser. Enter 192.168.8.1 in your browser address bar
and log in to your Sunrise Internet Box 5G's web-based management page.

2. Choose Tools > Statistics and cIick@.

2 Huawe tenguage~ | O PN B 3F

Fi Settings g% Devi B0 Tools {} Advanced

SMS - Statistics
. Volume statistics provided here are approximate. For accurate statistics and defails of charges refer to your
Statistics bills

Parental Control

Mobile Network

Monthly data usage

Duration 03.05:25

Remaining 98.786MB 100MB
Total data usage

Duration 03.05:25
Used 1.22MB

Clear History

Last cleared
2018-3-22

Figure 78 Data Usage Limit (Statistics)

3. Set the data usage limit and click Save.
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Mobile Network

Start date

Monthly data plan

Threshold

Cancel

Figure 79 Mobile Network Usage Limit
----End
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