Surf protect options (mobile & home)

Protection against threats and malware when surfing on the
Sunrise mobile and landline network.

E] Option for mobile and Internet subscriptions

Sunrise

Option

Surf protect

Surf protect home

Scope of protection

Protection for surfing on the mobile
network. The product does not work if
your mobile device is connected to the In-
ternet via a WLAN link.

By checking if any websites accessed from
a mobile device pose a threat, the option
prevents the transfer of malware to the
mobile device via the Sunrise mobile net-
work and the mobile networks of Sunrise
roaming partners in other countries.

Protection for surfing on the landline
network and over WLAN. The option
protects all devices connected to the Inter-
net with your Sunrise Internetbox.

By checking if any of the websites ac-
cessed from a device that is connected to
the landline network pose a threat, the op-
tion prevents the transfer of malware.

Protected devices

Smartphones, tablets, laptops
(with SIM card)

PCs, laptops, smartphones, tablets

Price per month CHF 2.90 CHF 5.00
(without discounts)
Duration 1 month 1 month
Functionality When an Internet website that poses a threat is accessed, the page is first blocked. A
warning will notify you about the threat. It is still possible to ignore the warning, and
you can instead choose to go ahead and access the website.
Identifiable threats Protection from phishing attacks

The term phishing refers to the attempt to gain access to an Internet user's personal in-
formation by means of fake websites, therefore committing identity theft. This means
obtaining confidential information, such as account information, Internet banking access
information, credit card numbers, etc. Gaining access to this information allows criminals
to withdraw money from your account, make purchases or shop online.

Protection from viruses

A virus is a self-replicating program that infiltrates other devices over the Internet, thus
spreading itself. Once it has been activated, it can make changes to the operating sys-
tem, modify other software or damage hardware.

Protection from ransomware

The word "ransom" refers to a payment or demand that must be met in exchange for
the release of something or someone. This is exactly what happens with ransomware.
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Ransomware is malware that locks the computer or encrypts the data stored there. The
perpetrators blackmail their victims by clearly stating the screen and data will only be re-
leased after a ransom payment has been made. Sometimes they also threaten to delete
or make the data public.

Protection from hacking
By circumventing security precautions, hackers attempt to gain access to a computer
network, a computer, a secured component (for example, a chip card), or blocked data.

Protection from botnets

A botnet is a group of automated malware programs known as bots. Botnets connect
computers to gigantic networks, without most of us ever knowing this has happened.
Criminals manipulate computers, link them, and use them for their own purposes. These
zombie PCs are used as a distribution center for spam, for example. Other botnets serve
as a storage area for criminal schemes or help in gaining access to sensitive user data.

Undetectable
Threats

The option does not provide protection from threats that are introduced on a device
through means other than accessed websites (for example, through e-mail attachments,
data chips, connection with a PC, etc.), or that are already installed on a device. For this,
a traditional anti-virus program is needed.

Surf protect does not work if you have changed your default DNS settings.

Disclaimer of warranty

Sunrise does not guarantee the option will protect against all possible threats, that it will
be completely error-free or free from interruptions or other malfunctions, or that the op-
tion will meet your specific needs.

Available for

All current and older Sunrise mobile and subscriptions and prepaid, and all current In-
ternet subscriptions, including Sunrise Young.

iCloud Private Relay

None of the Surf Protect options work when iCloud Private Relay is enabled on Apple
Devices.

To sign up ¢ Sign up online at sunrise.ch/mysunrise
e At any Sunrise Shop
o By contacting our call center: 0800 707 505
e Surf protect also available via SMS by texting SURFPROTECT to 5522
Activation The option is activated immediately after purchase
Duration 1 month (calendar month)
Renewal At the end of each month, the option is automatically renewed at midnight (CET).
Cancellation However, it can be cancelled at any time. If a customer cancels the option, the protec-
tion is turned off immediately. Sunrise does not provide any pro-rated refunds. The op-
tion is automatically cancelled if the subscription the option is based on is cancelled.
Cancellation e Sign up online at sunrise.ch/mysunrise

e At any Sunrise Shop
o By contacting our call center: 0800 707 505
e Surf protect also available via SMS by texting SURFPROTECT STOP to 5522
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Billing The fee for the option is billed upon activation. The option fee is automatically billed on
a monthly basis until the option is cancelled. If you cancel during a billing period, the
basic charge for the entire month will apply.

Miscellaneous

Support Free technical phone support at 0800 707 707

Components of the contract e Contract for mobile phone services
e Special provisions for mobile telephony services
o General Terms and Conditions
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